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REVISIONS' TIMELINE

VERSION DATE ACTION COMMENTS

V1.18 2023/02/28 Addition Section 6.7: Pre-validation

V1.17 2022/04/21 Update Section 2: Modification link supplier creation sheet
Section 2.7: Importation of your certificates
Section 2.8: Approval mode activation
Section 3: Modification of the home page
Deletion of the « Order filters » page
Section 3: Badges display on the left menu
Section 4: Modification of the « user » menu
Section 5: Remodelling of the order pages and deletion of orders
via cryptographic tokens
Section 5.1.7: Out-of-account approval
Section 5.8: Import a certificate
Section 6.4: Certificates to accept
Section 7.5: Display logs
section 10.1: Listing of invoices and credit notes

V1.16 2020/01/20 Update Automatic renewal
SigniFlow products order
PSD certificates order
Global top up for Rebate and Bulk purchase accounts
LinkedIn connection suppression
GPDR-related information
Documentation menu
Coupon section update
Overall reorganization of the guide
Replacement of Comodo by Sectigo

V1.15 2018/02/23 Addition Recommended Reissuance
Merging between “Rebate” and “Token’
Vi.14 2017/06/08 Update Type of authentication

Ordering a server certificate
Certificate monitoring
APl users

V1.13 2015/06/04 Update Transformation of Reverse margin account into Rebate account
V1.12 2015/01/06 Addition Approval mode

V1.12 2014/10/20 Update Token statement on order page
User access locking after 5 failed connection attempts
SHA256 GlobalSign
2-factor authentication

V1.11 2014/02 Update Filters system
Reissuance: selection of the revocation time
CSR edition
Selection of up-front payment after a quotation request
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Update

Additions

Additions

Additions
Makeover
Corrections

Additions

Makeover

Corrections

Additions

Corrections

Creation

DCV management for TBS X509 and Comodo certificates
Order cancellation, credit note and credit note coupons
Billing address

Symantec certificates options management

New account: Monthly Payment

Addition of a “Contracts” section

New payment method: direct debit

New procedure: regular update of passwords

Co-PiBot: tool checking the installation of your server certificates

Miscellaneous additions

Sections addition «Accounting management» and «Certificate
migration»

Update of screen shots

Technical information update

Corrections of typo and page setting
FAQ about the loss of password

Sections addition about user certificates (TBS x509 and
ChamberSign)
Miscellaneous additions

New graphic guideline

Addition: contacts for certificates requests
Miscellaneous additions

Reorganization of the Menu

Strong authentication with certificate

Users management with client certificate

Status : revocation function

Status : 3 formats downloads

Status : visible comments

Order: length of CSR

Order: CSR filters

Lists : pagination and counter

Lists : sort by date par date, CN, RefCA, RefTBS

Few typos, miscellaneous additions

3/132

® TBS INTERNET LTD

Britannia House - Athol Street - Douglas

IM1 1JD - Isle of Man

Phone Number: +44-330-684-0000 - Fax: +44-330-684-0048



www.tbs-certificates.co.uk

(
)

tbs internet —

trust booster

This document is the property of TBS INTERNET LTD, based in Douglas, Isle Of Man (Registration Number
7128V).

© All rights reserved.
The brands appearing in this document, are the properties of their respective owners.

NOTES

Document created under Linux with OpenOffice 7.2.5.1.
Screen shots realized under Linux with Mozilla Firefox
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1. TBS INTERNET CUSTOMER AREA

The TBS INTERNET multi-brand platform, also known as partners interface, is open to all our
customers owning several certificates, whether they are companies or Internet professionals
(web hosts, suppliers, etc.).

This interface has been designed to ease the management of certificates, whether bought for
your customers or for your own use. It is available in both French and English' and is 100%
compatible with Mozilla Firefox and Google Chrome.

This guide will help you make the best use of your customer account and of its many
functionalities. You will be able to buy or renew certificates, visualize and organize them with
your own repository and print your invoices.

Thanks to the radio buttons and to the already filled-in areas, a few clicks are sufficient to:

= order = renew m reissue

You will have access to products provided by our partners:

= TBS X509 = GlobalSign = SigniFlow
= DigiCert = Certigna s PositiveSSL
= Thawte = Geotrust

= Sectigo = Harica

Each order has its own status page on which you will be able to keep track of the issue
process, to download the certificate, check its installation and revoke it.

You have to open an account to use those services. Upon validation of your request, you will
receive your Super User? log-in IDs. Opening an account is totally free and under no obligation
to purchase.

To obtain our demonstration account's login IDs, get in touch with our sales department at
330 684 0000.

You can access the interface from all the pages of https://www.tbs-certificates.co.uk in the
«Partners» section of the website.

1 It could be quickly translated in an other language if necessary
2 The Super User manages the account, he's got all the rights to the interface
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5
Comparison chart
SSLEV
SSL Standard
SSL Legacy (SGC)
S5L SHAZS6
S5L RGS
SSL ECC
S5L wildcard
SEL SAN
Specific certificates
Client certificates
Test certificates
FKI
Trust Seals

TBS X509
Symantec / VeriSign
Thawte
Comodo
GlobalSign
Chambersign
GeoTrust

Certigna

Client login
S er accounts

OMLINE SERVICES | PARTMERS | ABOUTUS | NEWS CENTER | MY ACCOUNT

| CERTIFICATES

OoCEmenno

Trust booster
SSL expert since 1996

= TBS-Certificates account - Ease your
SSL certificates management

Your SSL certificates management can be time consuming especially if you work with many suppliers. The TBS-Certificates
account has been created to ease your SSL cerificates purchase, renewal or reissuances independently from their brand or
kind.

€%

Entirely free and without engagement, it is a perfect solution for any kind of companies buying one certificate or mare

TIP: Once your account open, ask for all your cerificates to be migrated even those bought from cerification authorities or

competitors.
All your certificates are in the same place and are more easily managaakle! (o~ ) 5
Cerlificate
& |
PARTNERSHIP PROGRAM : TES INTERMET invites Internst Service Froviders and T
Corporations to join its partnership program. This program gives you access to our 'm
multi-brand certificate managing interface and allows you to buy cerificates at the best price

and manage them efficiently.

Manage all your certs
indepandantly om
their trpe or brand!

Centre

WHY GETTING A TBS-CERTIFICATES ACCOUNT?
To manage your certificates professionnaly and to take advantage of these benefits:

m a substancial experience with certificates built year after year since 1996

Warning: To access your account, a preliminary registration is compulsory.

From this page you will be able to:

= Open an account (registration form)

m Access your certificate center (your log-in IDs are sent to you by e-mail upon validation of
your subscription)

Create your account now and access all its functionalities.

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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2. OPEN AN ACCOUNT

To access the customer area, you only have to fill out the form in the “Open an account”
section (left menu bar).

To open an account, you will need to know some administrative information. Consult your
management if you have any doubt. You can obtain an already filled in form by using the link
on the bottom of the status page of one of your currently valid certificates. It will prevent you
from re-entering all your information.

2.1. IDENTITY OF YOUR COMPANY

Gather information about your company. You also have to enter the head office address, its
phone number...

2.2. CONTACTS

Corporate and technical contacts: you must name those two persons during the registration (it
can be the same person).

m The corporate contact manages the account, creates additional users and refills the
account with tokens or euros. He usually is a purchasing manager.

m The technical contact deals with the technical aspects of things (order and
installation).

2.3. TYPES OF ORGANIZATION

Are you a supplier or a company?
What's the difference?

m The supplier manages and orders certificates for other companies.

s The company orders and manages its own certificates.

Y132
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2.4. CHOOSING AN OPTION

You can choose between several payment options and discounts.

= You do not know how many

certificates you will buy during GOOD TO KNOW: Your needs evolve? It is
the year or quarter? You want to possible, under some conditions, to modify
pay each certificate your kind of account. To do so, contact our

independently? sales department.

» Pick the “Rebate” option.

= You have regular needs and you want the best prices?

» Pick the “Bulk Purchase” option.

= You have significant needs but want more freedom?

» Pick the “Deposit Account” option.

= You want to ease the management of your certificates by being invoiced at the
beginning of each month for all the certificates you purchased for the previous
month?

» Pick the “Monthly Payment” option.

More information about those options and discounts are available in the “partners” section of
our website.

2.5. TYPES OF AUTHENTICATION

We offer 3 different types of authentication when accessing your Certificate Center:
= Standard authentication with login and password;

= 2-factor authentication: Access your account with your login and password, as well as a
temporary access code for a higher level of security;
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Clé & saisir ;
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Creation of your 2-factor access

In your app!

- enter the key

- or scan the QR code displayed

Ou QR code & scanner

Code & & chiffre fourni par votre
application :

Your app will generate a key, This key
is secrete and associated to your
account., The app will alse provide a &
digits code that will link your secrete
key to your account.

enter the & digits code

valider

Connection to your account

supplied by your app and validate

Your 2-factor access is ready!

i ] Authenticator rd

Open your app, retrieve the
temporary code and enter it
on your account conmnecion
form along with your ID and
password.

Cle

<« Saisie manuelle v

monidentifiant

——= FZMONEIBENY3QD4X

AFZIEIR|TIYIUL L §OEP

QSDFGHUJKLM

®

398018

Countdown indicating the time

monidentifiant ".__L S B i 8 HEis

code is still valid for use,

| monidentifiant

L s 398018

débloquer le compte

More information on https://www.tbs-certificates.co.uk/FAQ/en/connexion 2 facteur.html

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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= Strong authentication by certificate: The client certificate replaces the login/password step to
access the account. We deliver a certificate to each user. Their browser then presents the
certificate to our server to authenticate themselves. Strong authentication is more difficult to
manage. Therefore, request this option before opening an account if you believe that your
users will be able to cope with it.

2.6. VALIDATION OF YOUR ACCOUNT CREATION REQUEST

Once you have gathered your information, you can fill out the form and validate your
registration.

Upon validation by our sales department, the Super User® will receive an e-mail confirming the
registration and containing the log-in information.

2.7. IMPORTATION OF YOUR OTHER CERTIFICATES

After the creation of your account, all the certificates you did previously buy through the public
area of the tbs-certificates website will be linked to your customer account. You will then have
to check your listing.

If you have other certificates bought directly from certification authorities or from our
competitors, consult the “Importing a certificate’ section page 61.

2.8. APPROVAL MODE

The approval mode, as suggested by its name, is a system putting any order in a pending
state until its approval by the appointed approving officer.

It can be difficult, especially on an account gathering a lot of users, to follow all orders
efficiently. The approval mode has been designed to avoid duplication, to make sure all orders
are relevant and to manage your certificates more easily.

Activate the approval mode for your account

You can activate or deactivate the approval mode at any time for your Certificate Center in the
section “Administration” — “Preferences” — “Approval mode”. By default, the Super User is
the person assuming the censor role but another user can be designated.

3 The Super User has the entire control of the interface, he can, for example, add or delete users.
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Once the account is in approval mode, a 'Pending approvals' link appears in the appointed approving officer menu. This link

will take him to all the pending approval requests.

13/132

® TBS INTERNET LTD

B Private company limited by shares. Registered in Isle of Man, company number 7128V Britannia House - Athol Street - Douglas

VAT registration number GB 003 3754 13.

IM1 1JD - Isle of Man
Phone Number: +44-330-684-0000 - Fax: +44-330-684-0048



(
)

trust booster

3. LOG INTO YOUR ACCOUNT

www.tbs-certificates.co.uk

In the left menu bar of www.tbs-certificates.co.uk, click on “Client login” to access the

following page:

CERTIFICATES SOLUTIONS ONLINE SERVICES

REVOCATION | REISSUANCE

certificats

PRODUCTS

Mot registered? Open an account now
You must accept cookies from this website. They are required for management and security purposes.

PARTHERS ABOUT US MY ACCOUNT

CERTIFICATE CENTER

CERTIFICATES MANAGEMENT | NEW REQUEST | RENEWAL

WELCOME TO YOUR CERTIFICATE CENTER.

back to public website

strong authentication with certificate

username: username:
( 3 ( )
s y. A y

password: password:
( ) ( )
A y A ~

6 digits security code:
OUR RANGE = -
( )
Tha login - .
login
forget vour password? unlock the account

If you have forgotten your password, place a new request from this page

Use your login and password (received by e-mail). If you are not the Super User, those

information will be sent directly to you by this person.

If you're using strong authentication by certificate, click on the link suggested in the e-mail to

reach the strong authentication login page.

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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With your login information, you will be able to access your account and to use the
functionalities the Super User gave you access to.

You will find further information about user profiles in the section «Users: Manage users and

their rights».

NOTE: After 5 failed connection attempts in a row, your access will be locked and you will not
be able to connect to your interface. In this case, contact our support team by e-mail at
support@tbs-internet.co.uk. They will provide you with the procedure to unlock your access.

If you have lost your login and password, give us a call at +33(0)2 7630 5900, we will e-mail
them to you. Please note that your browser must accept cookies from our site.

Once connected, you will reach the account’s home page:

Promotional code worth €1.60 to0 2023-02-16
Promotional code worth €19.32 to use prior to 2023-02-09

Displa

PRICING
All our prices
TOKENS TO ACQUIRE
= You have 149 orders in progress and your current
token balanceis not sufficient.

ACCOUNT INFORMATION

Make a global top-up

ACCOUNTING
DEPARTMENT

USEFUL DOCUMENTATION
Certificate Center User Guide
API XML RPC Guide

REST API Manual

General Terms of Use

CERTIFICATES

CERTIFICATES

CERTIFICATE CENTER

CERTIFIGATES MANAGEMENT | NEW REQUEST | RENEWAL
REVOCATION | REISSUANCE

HELLO AND WELCOME TO YOUR CERTIFICATE CENTER

Your account manager is

NEWSLETTER SUBSCRIPTION

SOLUTIONS

Keep up with the latest news by subscribing to tbs quarterly newsletter of TBS Certificats:

ONLINE SERVICES PARTNERS ABOUT US

back to public website

| AcCOUNT: SR | USER: -

@ DIRECT DEBIT

Retrieve the mandate

M YOUR ACCOUNT HAS A NEGATIVE BALANCE

> -1token Sectigo EV Multiple Sites (3+) valid 1 year
-7 tokens Sectigo SAN additional domain EV
MultiSites (3+) valid 1 year
-2 tokens Sectigo SSL valid 1 year

Contact our sales department.

5 QUICK ACCESS

pending requests
st of your pending requests

new request
submit your orders
tatemen
ur accoul

A direct debit is awaiting validation,

8
g
=
©
=
[

M YOU HAVE TOKENS FOR UNAVAILABLE PRODUCTS

= 2 tokens ChamberSign Audacio RGS** USB valid 3
years
6 tokens DigiCert secure SSL license valid for 1 year
3 tokens DigiCert Secure Site EV license valid for 1

12 tokens DigiCert Secure Site EV license valid for 2
years
1 token DigiCert SSL Secure Site Wildcard valid 1

1 token Thawte SSL Standard license valid 3 years
Contact our sales department

On the home page you will find: news, information regarding delivery times, your currently valid discount codes, some

documentation...

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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Your certificate center is now accessible: it gives you access to all the functionalities if you are
the Super User, and to some of them if you are not.

There are 9 sections in the menu:

m OPERATIONS: Dedicated to purchase, renew or
reissue certificates

= YOUR ORDERS: use different criteria to search
for your certificate

= ADMINISTRATION: Management of the users,
the interface and the partnership information.

ADMINISTRATION = PRICING: Display of available certificates prices:
- public prices and discounts for each kind of
Site management account according to the number of certificate
€ bought
— = ACCOUNT INFORMATION: Balance of your
Al aur prices account and consumption statistics

ACCOUNT INFORMATION s CONTRACT: Information about your contract
S with TBS INTERNET (validity dates, products...)

= ACCOUNTING: pending quotations, invoices,
late payments charges...
ACCOUNTING

DEPARTMENT = CERTIFICATES MONITORING: certificates
! installation verification tool

= DOCUMENTATION: data sheets, newsletter...

Account cre

Your

CONTRACT
Agreement

WARNING: Some sections are only available to a certain

CERTIFICATES Ao A R
MONITORING category of users. Their right are defined by the manager

Mo

of the account (Super User). If you do not have the
permission to access a section, the link will not appear in
the left menu.

Parameters

DOCUMENTATION

Marketing & communic

Customer Area User Gui
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“Badges” can be displayed on the menu. They indicate the number of orders for each section

for which your attention may be required: orders pending approval, recommended
reissuances...
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4. CUSTOMIZE YOUR ACCOUNT

Your login information is available in the green bar presenting the name of the account, the
user name and the date of your last connection.

Each user can, via the “User” section, access their information, keep it up to date or customize
the interface.

CERTIFICATES

SOLUTIONS ONLINE SERVIC

CERTIFICATE CENTER

CERTIFICATES MANAGEMENT | NEW REQUEST | RENEWAL
REVOCATION | REISSUANCE

ACCOUNT-MINE | USER S O |

Personal data
Login information

HELLO AND WELCOME TOL =5 i

Your account mal EeE e

Click on “Modify my profile” to update your login information:
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Change the password

changed regularly.

Your current password: sessssssssssss

Your new password:
Loading over.

Confirm your new password:

validate

Authentication option modification

The user account uses standard authentication mode

Switch the user account to 2-factor authentication connection mode

Consult our FAQ for more information: 2-factor authentication

You can change your user name as well

Users with strong authentication can use a “panic” button. They can block their account and
revoke their certificate. The account can only be re-activated by an administrator and will lead
to the generation of a new certificate.

NOTE: In order to enhance the security level of the customer accounts, we introduced a
procedure inviting users to change their passwords regularly.

Click on “Personal Data” to request an access to your personal data.
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Request access to my personal data

To access your personal data, you will need to submit a request to access.
We will then email you a link which will be valid 24 hours.

Request access

You’ll receive a link to a page on which you’ll be able to consult your personal information,
update it or to select processing purposes:

Your personal data below is being managed by TBS Certificats, 22 rue de Bretagne, CAEN, 14000, FR

Personal Data Processing purposes

Formal Title Mlle Here you can control how your personal datz is processed.

First name Ii‘ Validate the requests

Last Name To validate your certificate and fulfill the contract. Without this purpese, you will not be
able to place any orders.
Job Title
R Ii‘ Technical Support
E-mail
To assist and guide you. Without this purpose, you will not be able to get in contact with
Phone Number our technical support or receive any significant technical notification.

Data source: Web 9 product e
o Data category: Personal details To manage the product throughout its lifetime, its reiussuance and renewal in particular.

Without this purpose, you will not be able to receive any expiry notifications.
To request the correction of personal data, dick here

Ii‘ Legal requirements

To comply with the legal and regulatory requirements. This purpose is mandatory when it
comes to acquiring a certificate. You will not be able to withdraw the latter before the end

Erase my personal data of the mandatory retention period.
You can request the erasure of your personal data now but it will only come E‘ Statistics
into effect after the conservation periodrequired for certificates.
To carry out pr for statistical, research and

D I confirm that I wish to erase my personal data.
Ii‘ System Security

Confirm
This purpose is essential to the security of our systems. Without it, you will not be able to
place any orders or gain access to your account.
li‘ Marketing
For ication and i suchasr iving our
Update the parameters
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In the «List appearance» menu, each user can define the fields he wants to see in the
certificates’ list. Their preferences are saved.

OO0 CmO000E0lE0eE00dwemeJO00m 0 0 ®0

Liste of available information.

Your ref

CA Reference
Previous CA reference number

Next CA reference number

s ™ S E ™ " S

Your reference number

The certification authority's reference number
The certification authority's previous certificate reference
nurmber

The certification authority's next certificate reference
number

CN URL concerning this certificate
Key length Session key length
Serial Certificate serial nurnber
Software Software supported by the certificate
Prod. code Product code

Product name
TBS Certificats Ref
Start Date
Expiration date

Org.'s name

Product's name
TBS Certificats deal's reference number
Certificate validity start date
Certificate expiration date

Mame of the organisation as shown in the certificate

Legal name MName of the organisation registered with TBS Certificats
Corp. contact Corporate contact name in charge of this reguest
Tech. contact Technical contact name in charge of this request

Progress Certificate issuing progress status
State Application or Certificate status
Audit status Status of checks for the certificate issue request

Date of creation

Last operation

Certificate issue request's date of creation

Date of last operation concerning the certificate issue

request
Comments Comments for this deal
Hash Certificates hash display
ref interne

responsable
SANs
Organisation number

E-mail

validate

All the SANs of the Multi-Domain certificate
Displays the arganisation number

Displays the email address provided with the order
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5. OPERATIONS SECTION

Via the “Operations” section, you can easily order and renew your products thanks to
numerous functionalities (certificate migration and cloning for instance).

5.1. NEW ORDER

To quickly order a new product, click on “New order” in the “Operations” menu.
The page is organized in 3 sections:
e The quick access at the top of the page that will enable a quick access to your most popular

products (list created from your consumption statistics), to the products for which you have
available token or to test certificates.

MOST POPULAR PRODUCTS YOUR TOKENS AVAILABLE
® Thawte SSL Wildcard valid 1 year (9)
® Thawte SSL Standard valid 1 year @ Thawte SSL Standard valid 1 year (9)
® Free DV Web valid 90 days ® TBS X509 Email Professional valid 1 year (8)

® Sectigo SSL valid 1 year Thawte SSL Standard 2-year plan (7)
Basic DV Web valid 1 year @ Sectigo UCC (3+) 5-year plan (5)
‘ ® Basic DV Web test valid 30 days ® Sectigo UCC (3+) valid 1 year (5)
® TBS X509 Email Novice valid 1 year @ Sectigo UCC (3+) 3-year plan (5)
@ Sectigo UCC (3+) 4-year plan (5)

e The certificates in the middle sorted by type and price. The tables enable a quick
comparison to ease your choice. The “order” buttons display the prices per lifetime and
send you to the matching order forms.
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SERVER CERTIFICATES
price (1 year) €72.00
unlimited licences =
SAN =
SAN wildcard =
Domain SAN =
satisfied or B
refunded
web seal =
guarantee 550.00
delivery date 3 business days
product sheet =

£€88.00

®
52,500.00

3 business days

ALY EXTENDED-VALIDATION | WILDCARD | MULTI-SITE | DOMAIN-VALIDATION | OTHER

I.’IEI.I'."EII\' TIME X2

€116.00

®
$250,000.00
3 business days

TBS X509 THAWTE SSL GEOT
- TBS X509 STANDARD ECOMMERCE SECTIGO SSL STANDARD .

£€130.00
L

®
$1,250,000.00

2 business days

81,25
5 busi

DEVELOPER CERTIFICATES

e The signing solutions at the bottom. The signature
platform on the other.

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.

software on one side and the signature
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THE DIGITAL SIGNATURE MUST-HAVES

XML Signer PDF Signer Company License

ORDER - €90.00
TEST IT FOR FREE

ORDER - €20.00
TEST IT FOR FREE

5.1.1. ORDER A SERVER CERTIFICATE

After the product selection you'll have to fill the order form and provide all the data required for
your order process.

First, check the product and its price. THE PLUS: Filling out an order form can take
Then you can select the guidance a great amount of time. On your account, all
option (you will be guided by our team the information is already filled out. You will
through all the technical stages of your only have to check its accuracy and add the
certificate request and installation). missing elements.

If the certificate is bound to be installed

on more than one machine, you will

have to order additional machines licenses (for some products). You will need an additional
license for each electrically connected machine.

More information about additional machines licenses here:

https://www.tbs-certificates.co.uk/FAQ/en/408.html

For some products, it is also possible to choose the certification chain. The recommended
chain is selected by default.
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Good to know

EV certificates are delivered to companies that have been active for 3 years and to some government
agencies.
In case of cancellation during processing, 30% of your order will not be refunded to cover the endured costs.

Guidance option

For a turnkey solution (we create keys, request certificates and install the certificate on your server with you)

select the guidance option (+ €150.00) here D
Find out more about our guidance option

With this product select the hash options of your certification chain:

1 i
INTERMEDIATE SHA256
1 1 1
[ )
ROOT :) O

SHAL SHA25&

Additional machines licenses

If you have to install this certificate on more than a single machine, you'll have to order additional machines licenses, one per extra machine.
Number of additional servers (public unit price: £€1,164.00 ex VAT): | o W |

For more information about additional machines licenses click here

Check the product and its price

Then, one must nominate the organization that will serve as certificate holder (that will appear
in the certificate).

Re-entering everything every time is unnecessary: if you have already ordered a certificate for
this organization, simply select it * from the drop-down list displayed on the page in question.
If you have never ordered a certificate for this organization, fill out the form without forgetting
to indicate the organization's ID number® (first field at the top). The NAF code is optional and
must only be used by French organizations.

The information will be retained and be accessible for subsequent certificate orders.

4 If you are a Reseller, you will have the list of all the clients who purchased a certificate from you. If you are a Company, you
will have the list of all your subsidiaries.
5 The organization's ID number serves as an identification key for the different organizations. Enter without any spacing.
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Information about the Organisation

If you have already ordered a certificate for this organisation, select its name in the dropdown list below.

Organisation Mame *

Organisation Type *
Required action

The organisation's identification number *

Address *

City *

Post code *

Phone Number {main) *
French bus. sector code (NAF)
European VAT number

Website URL

TBS CERTIFICATS located in Caen ( Calvados) [139276] v
Country * France v
State or Province * Calvados A

TBS CERTIFICATS

company listed on the commerce register™
Enter RCS or SIREN number (9 digits)

440443810

22 rue de Bretagne

CAEN

14000

+33-2-7630-5900

62.02A hd
FRE1440443810

www.ths-internet.com

Clear the information about the organisation

Search

The fields followed by a red asterisk are mandatory

People in charge

The corporate contact: he must be part of the organization requesting the certificate and be in
charge of managing such tasks. You can choose from the known contacts list (if the
organization is already known).

The certificate manager: he is part of the organization requesting the certificate or is a reseller.
He is in charge of the technical take downs on the server (CSR generation, installation of the
certificate). A drop-down menu will display a list of known contacts, whether they work for the
first or the second organization.

The legal representative: requested for RGS/elDAS orders, the legal representative must be
part of the organization and must appear on an official document (Kbis, status, publication...)
or must have delegation.

The same person can assume several roles, in that case it is not necessary to fill out all the
areas.

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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Corporate contact
The corporate contact manages or authorizes orders.
They must be part of the organisation and be available on the phone for the final vetting.
Choose from the list or create a new contact.
Create a new contact B |
Formal Title * M,O Mrs @) Miss O Ms @) DrO Mx @]
First name * ‘ ‘
Last Name * ‘ ‘
Job Title * ‘ ‘
Phone Number (direct) * ‘ ‘
E-mail (direct) * ‘ ‘
Language * ‘ English
D Tick this box to receive commercial information (newsletters, discounts, ete.)
The certificate manager is technically responsible for ordering and installing certificates. We will use this e-mail address for all technical aspects and renewals.
(Leave blank if one person serves as both corporate contact AND certificate manager)
Choose from the list or create a new contact.
Create a new contact M |
Formal Title * QO MO missO mO 0rO O
First name * ‘ ‘
Last Name * ‘ ‘
Job Title * ‘ ‘
Phone Number (direct) * ‘ ‘
E-mail (direct) * ‘ ‘
Language * ‘ English
D Tick this box to receive commercial information {newsletters, discounts, etc.)
Choosing a payment method
Note that an order is firm once we receive your payment or a signed purchase order. Once
validated, an order can still be canceled according to our cancellation policy.
If you chose the Bulk Purchase account, a table indicates the balance of your account. You
can also chose another payment method by ticking the “Other payment method” box.
If you chose the Rebate account but have a token available, then it will be proposed by
default.
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Payment method

®) peducted from a batch of prepaid cartificates

Last Deducted Current
Product . Balance
operation number balance
Symantec Secure Site EV valid 2 years 2020-01-16 14 1 13

The number of additional SANs required will be displayed on the next page.

O other payment method

A certificate must be paid before it is delivered®. You can choose between several payment
methods when ordering a certificate (credit card, check, IBAN or SWIFT international
transfer...).

Particular case: Direct debit

You can now choose direct debits (recurrent or one-off) to pay your orders. Your account is
debited 10 days after you place an order without delaying the issuance of your certificate. You
will have to provide us with your bank information and an authorization. Once validated, your
order can be processed.

Payment method

Please note that the payment method for your monthly payment plan is:
Recurrent direct debit (within 10 days)

Buying with purchase orders

If you must pay after the certificate is delivered (management, large account), select the
corresponding payment term. You will receive a quote. Validate it and send us a purchase
order or a signed quote’ back. Note that fees will be charged to cover handling charges
concerning deferred payments.

You can get a quote instead of a bill, by ticking the appropriate box but if you do not request a
deferred payment, it's a bill that will be generated in order to simplify the purchasing process.

6 Each certificate is unique and cannot be returned nor exchanged after being issued.
7 When possible, if your company requires a purchase order, please respect it. It can be difficult for us to get paid with a
simple signed quote if a purchase order is required.
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Finally, you must indicate a billing address if it differs from the organization's address.

Payment method

) beducted from a batch of prepaid certificates

(] Other payment method

I would like to obtain a Quote rather than purchase. D
Your quote will appear on the following page (deferred payment fees included).
Please return us the gquotation with your ‘approval’ + stamp + signature or your official order form.

Method and terms of payment.

Credit card (Visa, Mastercard or American Express) w

If the billing entity is not the account SZYM, fill in the details of the organisation to be billed

TBS CERTIFICATS hd
Organisation Name TBS CERTIFICATS
Country France

European VAT number FR61440443810

The organisation's identification number
(SIREN, company number, others.)

440443810
Address 22 rue de Bretagne
City CAEN
Post code 14000
State or Province Calvados
Phone Number (main) +33-2-7630-5900

Accounting department e-mail

Copy billing address

What is the process for a unitary quote?
m Place a quote request online, as indicated above.
= Make your purchase department validate it.

m Send us your purchase order or quote back signed with your company’s stamp, the date
and your “approval”.

= You will then receive an invoice. At this point, there are two possible scenarios:
» You pay cash (fees-free): we wait for your payment to deliver the certificate;

» You pay after the express delivery of the certificate: the reception of your purchase
order including the handling fees sets the process of your order in motion.
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Getting a quote for several certificates ?

In that case, contact our sales department by e-mail at sales@tbs-internet.co.uk and precise
the number and the kind of certificates you would like to purchase. Do not forget to give your
e-mail address and phone number so we can send you a customized quote.

Technical Information

Select the software you are currently using. If the latter does not appear in the list, use the
empty text field.

Software type

| Other software ]

If your server does not appear in this list, please select 'Other software' and enter your software name below.
four server must be compatible with TLSv1.

Then, enter all the different websites you wish to secure. Most products propose the addition
of a SAN as an option (additional SAN, domain SAN, wildcard SAN...). The system will
automatically determine which SAN is most appropriate.
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Sites names( )

You want to secure more than one site name by using the S4aN
field of the certificate?
Then purchase additional sites names (SAN)

Possibilities offered by this certificate:

ADDITIOMAL SAMS

Type: Domain, FQDM, IF...

ADDITIONAL WILDCARD SANs

Type: *.domain.com

Enter the list of SANs to be secured hereinafter (one name pear
line).
- Maximum 99 -

Next comes the deposit of the CSR file. It is now possible to choose between a manual and an
automatic generation of the CSR:
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Certificate request file

Accepted key formats: RSA and ECC

If you have not chosen the guidance option (this entails off-site key creation and certificate installation)
please select a CSR generation method below.

@nutomatic
With KeyBot, you can generate a CSR without having to access your server.
Click on the button below to open KeyBot in a new window and fill in the form.
Further information about Keyvbot functionality.

Generate CSR

or

'__'Manual

Manual: The conventional method. If you choose this method, you must generate the CSR
from your server and copy/paste the latter in the corresponding field.
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Certificate request file

Accepted key formats: RSA and ECC

If you have not chosen the guidance optien (this entails off-site key creation and certificate installation)
please select a CSR generation method below,

Automatic

or

lii)l"‘lanual

Paste your CSR in the text box below (| Documentation for CSR generation |):

Faste the CSR generated by your program with lines of hyphens with BEGIN and
EMND .

The link «Documentation for
GOOD TO KNOW: If you have purchased the CSR generation» changes
guidance option or if you ask for a quote according to the software
(see above), the CSR is not mandatory. ;

you previously entered.

When pasting the CSR, make
sure you keep the header and footer (dashes included) and that the text contains «certificate
request» or «new certificate request».

Know that our system will display a warning (non-blocking) if the CSR was already used
somewhere else. Usually, the certification authorities refuse to sign existing CSR based
certificates a second time around for safety purposes. This can however be tolerated for
certain types of reissuances.

The public key must be 2048 bits long minimum. The ordering system do not take into account
orders with a key length smaller than 2048 bits since 1 January 2011.
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Automatic: You can ask KeyBot to generate your CSR, as well as the corresponding private
key. The latter will be registered on your computer and the CSR will automatically be
integrated to your order. To do so, choose «Automatic» and then click on «Generate CSR». A
pop-up window will open.

KeyBot

This utility allows you to generate your cryptographic key pair and your CSR automatically.

Bold fields are required

CSR informations

Common Name (CN) www.ths-internet.com

Organization (0) TBS INTERMET
Organizational Unit (OU)

Service certificats

Location (L)

CAEN
State or Prowvince (5T) Calvados
Country [in 2 letters] (C) FR
RSA private key informations
Pass phrase [10 characters min.]
)
RSA key length ®)z048 3072 4096

IMPORTAMT: To guarantee the integrity of a private key, it should ideally be generated from your server, be protected and
should never be provided to a third party.

Our tool generates the CSR and private key in a secure way, still we can't ensure its integrity.

For maximum security, choose generating the private key on your server and provide the corresponding CSR in our order
form.

Key is immediately deleted from our server after its download.

I acknowledge having read the above warnings and release TBS internet from liability for the use of this service.

You must enter the data related to your CSR here. The form will be pre-filled with all the data
you provided on the organization earlier on. A password must then be chosen to protect the
private key. You will also have the option of choosing your private key’s length. After accepting
KeyBot’s terms and conditions of use, click on «Generate».

A dialog box will open, confirming the issuance of the CSR. You also must save the key on
your computer. This key, together with the password your created, are essential to the proper
functioning of the certificate. Do not loose one nor the other!
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KeyBot

This utility allows you to generate your cryptographic key pair and your CSR automatically.

Your private key will be automatically downloaded by your browser.

If it does not, please click on the button below:

Download your private key

vill need the that you have j loaded and the pa
ave just filled in once your certificat

Your CSR has been correctly sent back to server

Y¥ou now need to finish filling the form in the main window.

[l [Pp—

Close this window and complete the order form.

Miscellaneous

Enter a discount code if you have one:
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Miscellaneous
You may fill in your own reference number (for example, the order number) and it will appear on your invoice:
If you have a promotional code, enter it here :
If you have specific instructions, please note them here
Checking your order
If the order form is incorrect or incomplete, or if some compulsory fields are empty, they are
indicated by a red arrow after the form validation:
Corporate contact
The corporate contact manages or authorizes orders.
They must be part of the organisation and be available on the phone for the final vetting.
Choose from the list or create a new contact.
Create a new contact hd |
Formal Title * Mr O Mrs O Miss O Ms O Dr O Mx O a
First name * ‘ | .
Last Name * ‘ | .
Job Title * ‘ | L |
Phone Mumber (direct) * ‘ | .
E-mail (direct) * ‘ | a
Language * | English
D Tick this box to receive commercial information (newsletters, discounts, etc.)
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After having validated the form, a recap presents the main points of your order such as: the
software, information about your company, contacts, your payment facility and your billing
address. Check and validate it.

You have requested:

A product Thawte SSL EV valid 1 year
You have chosen the hash type SHA256.
CSR information

You did not provide any

Select a validation method for each of the domains below:

@ DCV challenges will be defined once the order is approved

Organisation
TBS CERTIFICATS
22 rue de Bretagne
14000 CAEN
Calvados
France
Phone Mumber: +33-2-7630-5900
Organisation's identification number: 440443810
French bus. sector code (MAF): 62.02A
European VAT number: FR61440443810
Website: www.tbs-internet.com

Corporate contact and certificate manager

Language: FR
You asked not to receive commercial information (newsletter, discounts...)

Quote
Thawte 55L EV valid 1 year: £€300.00
Early delivery (payment after issuance): €29.00
Total (ex VAT): £329.00

Your quote's Total (inc VAT): £394.80

You chose the following payment method:
30 days net after invoice delivery by bank transfer

Billing entity
MON RETEST FACTURATION
place de la facturation
14000 CAEN
Calvados
France
Organisation's identification number: 440443810
European VAT number: FR61440443810

Confirm

Validation of your order

If there is no mistake, you will be redirected to a confirmation page telling you that your order
has been taken into account.
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Filters and validation
After the audit of an order, a filter can be created. It pre-authorizes the fields of the CSR that
have been validated during the audit. It aims at speeding up the other orders using identical
fields.

If your organization has filters, additional information will appear on the validation page:

CSR information

®®@® ACCELERATE THE PROCESSING OF YOUR REQUEST!

Your order does not match data from previously issued certificates,
you should correct it to accelerate its process,

Consult our FAQ,

Fields CSR data Suggestions d::;?:ﬂ;;::{:;ﬁg
i FR FR —_—
ST Calvados Calvados il
L: Caen Saint-Jean des Essartiers =
0: TBS Internet M@ SOLUTION L
CMN: *.test-virginie.ma-solution.fr ma-solution.fr or subdomain of ma-solution.fr S
S Py

Your CSR fields are compared to the “pre-authorized” fields:
- in green: identical fields:

- in orange: fields similar but not identical:

- in red: different fields.

Filters can point out mistakes in your CSR, allowing you to correct them before placing your
order.

NOTE: if your CSR does not match any filter, it will not block you from placing your order.
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The confirmation page appears, it gathers the order information and the steps to come:

THANK YOU FOR CHOOSING TBS CERTIFICATS

Your order is being processed, you can review the details below..

INFORMATION ABOUT YOUR ORDER PAYMENT

TBS Certificats reference number: 1653900441 You selected an Cash with Order.
Your order is processing but your product will only be delivered on receipt of full payment of the invoice.

Product: Thawte SSL Standard valid 1 year
order follow-up: status page
Option: guidance

Invoice: b 1F10875 E GUIDANCE

Contact

Our support service will contact for your CSR creation.

n AUDIT

What is to be expected?

WHO TO CONTACT IN CASE OF NEED? During the audit we will check:

Audit/Process Team « The CS5R fields

+33-2-7630-5501 + Information regarding the organisation
server-certs@tbs-internet.com « The domain registration

+ The organisation's contact information

Technical support ) o . .
+33-2-7630-5902 Once these details are validated, the corporate contact, Virginie SZYMANSKI, might receive a call or an e-mail from the

certification authority in order to approve the certificate issuance and its content.

support@tbs-internet.com

OTHER OPERATIONS n DELIVERY

You can:

Clone this product*
Order another product
Go back to home page + the settlement of your invoice

» the receipt of the complete documentation

Provisional delivery date: 2022-06-01
Your product will be delivered within 2 working days starting from:

* Request the same type of Product as this one.

This is an indicative delivery time that can be impacted by occasional disruptions.
Consult the up-to-date situation of each supplier.

The system generates an invoice (or a quote) in a PDF format that you are welcome to
download or forward to your accounting department.

It is your responsibility to forward this ENVIRONMENTAL PROTECTION: to save on

document, as we will not send you a paper, we implemented a system reducing

duplicate by registered or certified mail. the volume of printed materials and
promoting the use of recycled paper.

The technical contact will also receive a
confirmation by e-mail, accompanied by
this same invoice or quote. This e-mail
will also contain an URL leading to the status page where he will be able to track the order’s
progress.

The DCV validation

An additional step is required for server certificate orders. On the recap page you will be asked
to select a DCV validation method:
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Domain validation by generic domain email reception A

041wOrfwBic97e7gcewg@m.o-w-o.info hd

There are several types of DCV (according to the certification authority). Select thoughtfully,
the DCV validation triggers the certificate issuance. How to choose the right DCV validation
method?

NOTE: the DCV method can be changed at anytime during the audit via your order status
page.
5.1.2. ORDER A CLIENT CERTIFICATE

After the product selection you'll have to fill the order form and provide all the data required for
your order process. First, check the ordered product and its price.

Ve have filled in certain fields for you to simplify your order
You may change them as you need to (for example, if the certificate is for another organisation).
* Mandatory fields

TBS X509 EMAIL PROFESSIONAL VALID 1 YEAR The use of an E-mail certificate requires standalone software (not webmail).

For Outlook, use Internet Explorer 11 to request the certificate.

For Mail Mac OS X 10.5+ or Entourage, use Safari to request the certificate.
For Thunderbird, use Firefox upto version 68 to request the certificate.

For SeaMonkey, use the same software to place the request.

Browsers compatible with this form: Firefox upto version 68, Seamonkey, Internet Explorer 11, Safari on MacOS.

Guidance option

For a turnkey solution (we create keys, request certificates and install the certificate on your server with you)

select the guidance option (+ €150.00) here ]
Find out more about our quidance option

Check the certificate, its validity period and its price.
Pay attention to our recommendations, they change along with the certificates.

Complete the form. The process is the same than for a server certificate except that the
corporate contact must be the owner of the certificate if the latter is given a name.
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Then you’ll have to provide a CSR. You can choose between a manual creation, an automatic
creation or a creation via invitation:

Certificate request file

Accepted key format: RSA

If you have not chosen the guidance option (this entails off-site key creation and certificate installation},
please select a CSR generation method below.

@ Automatic
With Keybot, you can generate your CSR directly from vour browser.
Click on the button below to open KeyBot in a new window and fill in the form.
Further infermation about Keybot functionality.

Generate CSR

ar

O Manual
ar

OGenerate a CSR via an invitation link

Manual: If you choose this method you’ll have to generate a CSR from your tools and
copy/paste it in the field.

Warning: client certificates have specific fields. To prevent a CSR correction do not hesitate to
click on “Which fields should you put in your CSR?” A popup will open indicating the optional
fields and the mandatory ones (the list can vary according to the king of client certificate).

Make sure to include both header and footer lines (with dashes) and that the text indicates
“certificate request” or “new certificate request”.
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Certificate request file

Accepted key format: RSA

If you hawve not chosen the guidance option (this entails off-site key creation and certificate installation),
please select a CSR generation method below.

O Automatic
ar

@ Manual
Paste your CSR in the text box below {l Documentation for CSR generation |):
Which fields should you put in your CSR ?

Paste the C5R generated by your program with lines of hyphens with BEGIN and END.

or

OGenerate a CSR via an invitation link

Automatic: You can use our tool Keybot to generate the CSR and the associated private key.
The key is then saved on your computer and the CSR is automatically integrated to your order.
Choose “Automatic” and click on the button “Generate CSR”. A popup opens.
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KeyBot

This utility allows you to generate your cryptographic key pair and your CSR automatically.

* Required fields

CSR information

i *
emailAddress |me@examp|e.com |
Commeon Name / first + last name / identifier (CN) * | ohn Smith |
Organization (O) * |TBS CERTIFICATS |
streetAddress * |22 rue de Bretagne |
postalCode = 14000 |
Location (L) * |caen |
State or Province (ST) * |Cal\radns |
Country [in 2 letters] (C) * R |
RSA private key information
Passphrase [min. 12 characters] * | @ |
RSA key length

y leng ® 2048 O 3072 O 4096

IMPORTANT: Te guarantee the integrity of a private key, it should ideally be generated from your server, be protected and should never be provided to
a third party.

Our tool generates the CSR and private key in a secure way, still we can't ensure its integrity.

For maximum security, choose generating the private key on your server and provide the correspending CSR in our order form.

La clé privée est immédiaterment supprimée de notre serveur aprés son téléchargement.

D I acknowledge having read the above warnings and release TBS Certificats from liability for the use of this service.

Generate

You need to enter the CSR information. The form is pre-filed with the organization’s
information. Just complete or correct the information that is specific to the king of certificate
you are ordering. Then provide a password that will protect the private key and select a key
length. After the validation of the Keybot conditions of use, click on “Generate”.

A dialog box opens confirming the CSR creation. Do not forget to save the private key on
your computer as well. This key and its password are required for the certificate installation.
Do not loose them!

Invitation link: if you order the certificate for someone else, you can send them an invitation to
create their own CSR. The private key will then be saved on its computer. The invitation is sent
to the corporate contact (the certificate holder).
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Certificate request file

Accepted key format: RSA

If you have not chosen the guidance option (this entails off-site key creation and certificate installation),
please select a CSR generation method below.

O Automatic
ar
O Manual
or

@General:e a CSR via an invitation link

E-mail address * | |

Common narne° & | |

Provide the legal name (not the
commercial name) of your organisation, | |
preferably in upper case.
D =
Please fill in the address of your
organisation's headquarters. | |
Address *

City * | |

Post code * | |

Select the country where your
organisation’s headquarters are located. [Chunse from the list » ]
C *

If based in France, enter the name of the
department where your crganisation's
headguarters are situated (not the | |
numkber}.
ST =*

If you want to give specific instructions in
the e-mail , write them here.

.
[ Copy organisation information ]
Provide the requested information and finish filling the order form.
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After the validation of your form, you are invited to check the accuracy of the information you

provided us with:

You have requested:
A TBS X509 Email Professional valid 1 year certificate
You have chosen the hash type SHAZS6.
Your client software is: Firefox
Certificate for:
Cammen "am:a(::;:r TBS CERTIFICATS

E-mail address: - —

Organisation
TBS CERTIFICATS
22 rue de Bretagne
14000 CAEN
Calvados
France
Phone Mumber: +33-2-7630-5300
Organisation's identification number: 440443810
French bus. sector code (NAF): 62.02A
European VAT number: FR61440443810
Website: www.ths-internet.com

Corporate contact and technical

- e . - -

Payment

This arder will be deducted from a bundle of prepaid products.

Current balance: & certificates

Billing address
MON RETEST FACTURATION
place de la facturation
14000 CAEN
Calvados
France
Organisation's identification number: 440443810
European VAT number: FR61440443810

Confirm

You receive a notification e-mail after having read and confirmed your order.

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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Hello,

You have received an invitation to generate a client certificate.
This operation is supported by the sender of this invitation.

To get your certificate, click on the link below or paste it in the
address bar of your browser. Check the information regarding the certificate.
If everything is correct, confirm your request on the bottom of the page.

hitps://www. ths-internet. com/php/HTHL/statut . php?p=l&mdp=8zTVwk tKWO2H

Sincerely,

TBS-internet Certificates issuance
SSL Symantec, Thawte, Comodo, GlobalSign, ChamberSign, Certigna & TBS X508

server-certs@tbs-internet.com http: //www.ths-certificats. com/
Phone: +33-2-7630-5800 Fax: +33-9-7211-2204

The owner of the certificate receives a link by e-mail to generate his certificate.

The technical contact is the sole recipient of the delivery e-mail. He has to forward it to its
owner (if the technical contact and the corporate contact are not the same person).

You can, if you need to, send a challenge e-mail to the owner of the certificate through the
status page:

CSR

RESEND THE INVITATION

On this status page, the owner can see the information but cannot edit them.
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Check the composition of your future certificate below. If the information is correct, click on the "Generate CSR” button, choose a password and click on "Generate”.

Content of the Certificate

CN . _—
[e] TBS CERTIFICATS
STREET 22 rue de Bretagne

L CAEN
PostalCode 14000
8T Calvados
c FR

Generate CSR

‘ Generate C5R ‘

After clicking on “Generate CSR” a KeyBot window opens allowing the user to generate their
own CSR (see above):

KeyBot

This utility allows you to generate your cryptographic key pair and your CSR automatically.

* Required fields

‘emailAddress *

[me@exampie.com

Common Name / first + last name / identifier (CN) * [1ohn smitn

‘Organization (0) * |TBSCERTIF[CATS

streetAddress *

|
|
|
|22 rue de Bretagne |
|
|
|
|

postalCode * [14000

Location (L) * [caen

State or Province (ST) * | cawvados

Country [in 2 letters] (C) * ||:R

Passphrase [min. 12 characters] * ‘ °|
RSA key length ® 2048 O 3072 O 4096

TMPORTANT: To guarantee the integrity of a private key, it should ideally be generated from your server, be protected and should never be provided to
a third party.

Our tool generates the CSR and private key in a secure way, still we can't ensure its integrity.

For maximum security, choose generating the private key on your server and provide the corresponding CSR in our order form.

La clé privée est immédiatement supprimée de notre serveur aprés son téléchargement.

[ 1 acknowledge having read the above wamings and release TBS Certificats from liability for the use of this service.

Generate
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Dear customer,

Thank you for your certificate request.
Your request has been taken into account and you will receive the
result by e-mail.

Click on this link to keep track of your reguest:
https://www.tbs-internet.com/php/HTM /statut.phpfp=l&mdp=4HarN0ZcnSEL

Sincerely,

TBS-internet Certificates issuance
SSL Symantec, Thawte, Comodo, GlobalSign, ChamberSign, Certigna & TBS X509

server-certs@lBs-internet. com http: //www. ths-certificats.com/
Phone: +33-2-7630-5900 Fax: +33-9-?211-22EI*‘-'I{

Upon validation of the order, the owner receive a first e-mail that confirms that the issuing process is on the way and gets a
link to a status page to keep track of the process.
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DELIVERY NOTE
Dear customer,

Your X589 certificate Email MNowice has been dssued and you can download it
on:

https: //wwwstbsinternet.hh5.clust2.tbs-internet.net/php/HTML
fstatut.php?p-l&mdp=tFH4IIMV3vIo

You'll find 'mstruct'lons 'For the installation on this page:

You can test your client certificate by sending a signed e-mail to

tag-smime—demo—en@tbs-internet.com

You will find all you need to know about client certificate on this page:

Sincerely,

Delivery note of the certificate.

The technical contact is the only one to receive the delivery e-mail. He has to forward it to the
owner (if the technical contact and the corporate contact aren’t the same person).

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.

Phone Number: +44-330-684-
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CERTIFICATE

Status:
Delivery date:
Serial number:
Key format:

Currently valid E-mail:
2022-02-02 Expiration date: 2023-02-02
Algorithm: sha256WithRSAEncryption
RSA
DETAILS
VIEW CERTIFICATE

GENERATE PFX/PEM

NOTE: No notes ADD A NOTE

SEE INITIAL CSR

On the status page, you can now see a button to download the certificate.

5.1.3. ORDER A CODE SIGNING CERTIFICATE

After the product selection you'll have to fill the order form and provide all the data required for

your order process. The process is the same than ordering a server certificate.

5.1.4. ORDER A TRUST SEAL

From the “Operation” section, “New order”, select “other certifications” and repeat the steps 2
to 4 presented in chapter 5.1.1 to access the order form. Complete the form by indicating the
company name, the corporate contact, the certificate manager, as well as the billing
information. Note that no manipulation is necessary for this product and that no CSR is

required.

After confirming your order, a summary of your transaction appears. Ensure that all the
necessary information is accurate and confirm.

Once your seal is ready, you will receive an e-mail informing you of the procedure to follow.

5.1.5. ORDER A PSD CERTIFICATE

After the product selection you'll have to fill the order form and provide all the data required for

your order process.

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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The order process is the same than a server certificate but those kind of products require PSD
specific attributes:

PSD attributes

PSP authorization number * | ‘

NCA country * | ~ ‘

I:I Account servicing
PSP roles * Payment initiation
Account information

|| ey o i) et Dkt

5.1.6. ORDER A SIGNING PLATFORM

After the product selection you'll have to fill the order form and provide all the data required for
your order process.

For this kind of product, no technical step is required (no CSR nor DCV). You’ll only have to
indicate an organization, a corporate contact, an order manager and the options you’d like to
purchase with you signing platform:

= Number and kind of users;

= Number of documents packages;

Number of users (public unit price: €110.00 ex VAT): ‘ 0o v |

User for 2 SigniFlow Business Workflow account. Storage of 200 documents.

Number of pro users (public unit price: €140.00 ex VAT): ‘ 0 v |

Pro User for a SigniFlow Business Werkflow Pro account. Storage of 500 documents.

Mumber of document packs (public unit price: €125.00 ex VAT): ‘ 0 v |

Option to add the storage of 1000 additional documents to an account SigniFlow Claud.

5.1.7. ORDER WITH APPROVAL MODE

If an approver requests a certificate, then the order is automatically approved and is

processed right away. If another user requests a certificate, he will be informed that the order
will only be processed after its approval.
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PLEASE VERIFY YOUR ORDER

‘ 6 The order will need to be approved before processing.

You have requested:

A certificate Thawte S5L Standard valid 1 year

Certificate to be installed on a single hardware.

You choose hash SHAZS6.
Your server software is: Apache 2.x
CSR information
ChN: www . tbs-internet.com
0: TBS INTERNET
L: CAEN
ST: Calvados
| S
formatClef: RSA
IgClef: 2048
Algorithme: shaz5eWithRSAEncryption

On the validation page of the order a message appears that indicates that the order will have to be approved in order to be
processed.

The approvers then receive a notification by e-mail indicating an order is pending approval. Via
their Certificate Center, on the "Pending Approval" page, they will be able to validate, or not,
the order. When the order is approved it is processed as usually, if not it is discarded.

LIST OF REQUESTS PENDING FOR APPROVAL

; : Status of i internal

Thawte SSL Standard valid 1 2015-01-08 2015-01-06 Pending customer Faun e
HEAL 09:00:16 09:00:18 approval Las e Gontro'es
Export CEV

On the 'Pending approvals' page, the approver can see all the orders waiting to be approved. He then has to click on the order
to approve or cancel it.

52/132

® TBS INTERNET LTD
B Private company limited by shares. Registered in Isle of Man, company number 7128V Britannia House - Athol Street - Douglas
VAT registration number GB 003 3754 13. IM1 1JD - Isle of Man

Phone Number: +44-330-684-0000 - Fax: +44-330-684-0048



q
)

tbs internet

trust booster

www.tbs-certificates.co.uk

ORDER 1654693370

{Ggen an 2022-06-08}

PROGRESS OF YOUR ORDER

o} o) e 0 e o} o) ®
e ot
Rutehivtesiesiekr
o
ORDER INFORMATION
N noremren e ot T ————
= Start date: 2022-06-D8
o e e
P o e s
CANCEL THE ORDER
AUDIT COMPLETION
e TE—
SEND A DOCUMENT
DCV CHALLENGE
e
administrater @easyx309.com
DCV CHALLENGE FOLLOW-UP
CSR
=5 . B
FE e e
ORGANISATION
o [— e s e,
S raranr e ey e
e ks —_
i e i e
5 e
CORPORATE CONTACT AND TECHNICAL
Pt e . e
i e
s R —
Malling: yez O No @

On the order status page the approver just has to click on 'Approve the order' or on 'Cancel the order'.

Outside of the account approvals: It is possible for a person that do not have access to the

account to place an order that will be attached to your account in approval mode.

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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To make it possible an order link has to be created from an order form via the account. Select
the product on the order page. On the form click on “generate an external command link”. A
link appears that can be provided to any person not having (or having) access to your account.

Order
SECTIGO SSL 3-YEAR PLAN

(retail price: €289.00 ex VAT)
Warranty: $250,000.00 (USD)
pending for your account.

All the order links are visible in the “Pending approval” menu. You can deactivate or activate
them from here.

LIST OF EXTERNAL ORDER LINKS
Show entries Search:

Product name Link Status Action

>
>

https: /fwwwstbsinternet.hh5.clust2.tbs-
internet.net/php/HTML/commande.php?p=2&
id=12678appPart=43098&
mdp=8YhbC39nxM30kE8QIfhPE&bureau=1

TBS X509 Ecommerce valid 1 year Active Deactivate

Orders placed via the public area are then handled like any other pending approval orders placed
vie the Certificate Center.

5.2. RENEWAL REQUEST

The “Renewal” link of the “Operations” section, leads to the list of “renew-able” certificates.
NOTE: renewing a certificate is only possible if there has been no modification in:

= The organization name;

s The organization headquarters.

If there has been a modification, you will have to use the “cloning function” to make the
operation as simple as possible.
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To renew, consult the list of renew-able products and click on the relevant one to access its
status page. Click on the “request renewal” button at the top of the page. A form appears, it is
already filled in. Complete it and validate.

If a certificate does not appear in the list

of renew-able certificates, use the WARNING: It is not possible to renew a
button “Renew another certificate” to certificate that has expired more than 30
launch the renewal process. You will days earlier.

need the reference of the certificate. You can, however, place a renewal request

up to 90 days before its expiration date
without losing any validity days.

The renewing process is similar to a new
order process.

5.3. REISSUE A CERTIFICATE

You may have to reissue a certificate in the following cases:
m Loss of the certificate due to a hardware malfunction;
= Software change;
= Modification of the key size;

s Vulnerability of the private key;

= Modification of hash algorithm;

= SAN addition on a multiple domain certificate;
s Multi-year plan reissuance.

NOTE: Some certificates cannot be reissued. If the safety of your key is compromised, you will
have to revoke the certificate and place a new request.

To reissue a certificate, click on the link “Certificate reissue” in the “Operations” section and
select the certificate you wish to reissue.
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Option regarding the revocation of the certificate to be reissued
Serial number: SOFDBF2F93F1ASES50D033FDA228448C6
@ Do not revoke it,
. Revoke it days after the new certificate delivery
Caution: if the requested CN differs from the existing one, the options above will be ignored
and the former certificate will be revoked at once,
Software type
| Other software [+v]
If your server does not appear in this list, please select 'Other software'and enter your software name below.
Testing Software |
Certificate request file
To reissue a certificate, please select a CSR generation method below.
Accepted key formats: RSA and ECC
@Automatic
With KeyBot, you can generate a CSR without having to access your server,
Click on the button below to open KeyBot in a new window and fill in the form.
Further information about Keybot functionality.
Generate CSR
or
'-:__.:"I“Ianual
Please explain the reason of the reissue request.
Validation
Persenal data cellected here will be processed by TBS internet and by Comodo CA LEd to validate your reguest, perform the contract
with you, including actions to provide technical support, manage the product throughout its Iifetime and maintain systams security,
comply with lagal and ragulatory requiremeants and for rasearch, or histerical and statistical purposas. Yeur data may be transfarrad
within tha Furopean Union, outside it to country found by the Furopean Commission Eo provide adeguate protection of personal data or
te a third territory, where Cemode CA Ltd or the relevant Certification Authority has a presence and which it regards as ensuring an
sdaguate lavel of protaction.
I:‘ 1 accept the IT processing
Wes, I agree with the subscriber agreement, the certification terms and the general sales conditions.
[ Process this request ]
You will be asked why you wish to reissue this certificate.
The remaining part of the reissue process is similar to an order of a new certificate except that
there will be no mention of payment.
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Grace period

A reissuance does not automatically lead to the revocation of the previous certificate. You can
choose not to revoke it or to revoke it and schedule a date for it:

Option regarding the revocation of the certificate to be reissued

Serial number: BABF9AZ054A5548

‘2 Do not revoke it.

' Revoke it (2 s days after the new certificate delivery

Caution: if the requested CN differs from the existing one, the options hereabove will be ignored
and the former certificate will be revoked at once.

Note that if you choose not to revoke your certificate, several certificates that are currently valid will be gathered under the
same TBS reference.

5.4. CLONE AN ORDER

This function has been designed to speed up the order process by copying an existing order
information. The order form is then filled-in with the re-usable information of the clone-able
product.

To clone an order, click on “Cloning” in the “Operations” section, you will see the list of clone-
able orders.

Clone-able certificates

_ TBS ref.

B950322 H502EmailMovicel 1270547466
8960437 EREE LRSS e H502EmailMovicel 1270806260
9136356 EREE LRSS e H502EmailMovicel 1276588140

The remaining part of the cloning process is the same than ordering a new certificate.
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5.5. MIGRATE AN ORDER

Migrating, just like cloning an order, speeds up the ordering process by copying an existing
order information to order another kind of product. The order form is already filled-in.

To migrate an order, click on “migration” in the “Operations” section, you will see the list of
migrate-able certificates.

'Migrate-able certificates

_ TBS ref.

8950322 H502EmailMovicel 1270547466
8960437 0000000000000, HSO09EmailMNaovicel 1270806260
9136356 0000000000000 HE09EmMailMaovicel 1276588140

The remaining part of the migrating process is the same than ordering a new certificate.

5.6. RECOMMENDED REISSUANCE

The «<Recommended reissuance» section only appears when some of the certificates you own
are in need of reissuance (such as multi-year plan ones).

On this page, you will be able to visualize all your certificates in need of reissuance, in addition
to when said reissuance must occur. You will also be able to remove certificates from this list
or request not to receive notifications.

A CSV export is also proposed.

Note that this list is updated every night.
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OPERATIONS

Import a certificate

YOUR ORDERS

All our prices

ACCOUNT INFORMATION

CERTIFICATES TO REISSUE
This page lists the certificates needing reissuance as well as the recommended reissuance timeframes*
.Hover over the line to display the certificate information

Miscellaneous sorting

O List all the certificates

O Solely list certificates with active notifications
O Solely list deals with no valid certificates

Sorting by date

[Seled an option frem the list to filter the certificates by date of reissue o ]
Show [25 v |entries
CN $ Expiration date 4 Reissue period TBS Certificats Ref 4 CA Reference
2020-09-28 2022-06-01 to 2020-09-28
2020-10-09 2022-06-01 to 2020-10-09
2021-02-26 2022-06-01 to 2021-02-26

You have a total of 10 certificates to reissu

The badge (in the left menu) indicates the number of certificate needing immediate reissuance. Here we have 8 certificates in

reissuance period.

5.7. AUTOMATIC RENEWAL

The automatic renewal tool automates your renewal order requests.

It can be activated on your server certificates (excepted for PositiveSSL ones): the entire list or

part of it:

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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Show | 25 “ | entries Search:
TES Certificals reference number & Product 4 ol a4 Expiration date = Renewal &
hd hd hd v ¥
| | — Thawte SSL Standard valide 1 an 2020-02-20 Manuel B
O - Sectigo SSL valide 1 an 2020-03-20 Manuel B
D s Sectigo SSL valide 1 an 2020-03-25 Manuel B
0 —— Sectigo UCC (3+) valide 1 an 2020-03-27 AT E
Renewal date: 2020-01-22
. Automatic
D = — Sectigo UCC (3+) valide 1 an 2020-04-08 e R B
O —— Sectigo UCC (3+) vaiide 1an 20200423 Manuel B
|:| | — Sectige SSL valide 1 an 2020-04-25 Manusl B
Showing 1 to 7 of 7 entries Previous E Mext
Enable automatic renewal for selected certificates Disable automatic renewal for selected certificates

Activate automatic renewal:

Select one or more certificates and click on the “Enable automatic renewal for selected
certificates” button. The value displayed in the “Renewal” column changes and indicates
“Automatic” followed by the renewal date (65 days before the certificate expiration).

If this date is already passed, the deposit is scheduled within 24 hours.
If your account allows it, a renewal discount code is automatically applied (if the order is
passed between 60 and 90 days before the certificate expiration).

Deactivate automatic renewal:
Select one or more certificates and click on the “Disable automatic renewal for selected
certificates” button. The value displayed in the “Renewal” column goes back to “Manual”.

The order
The new order is identical to the previous one: same product, same validity, same SANs, same
contacts, same DCV method and (if your server allows resignature) same CSR. Once the order
is created, a confirmation e-mail is sent including a quote or an invoice.

Request not to renew

From your product status page a button “Flag as do not renew” when your product enters the
renewal period.
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If you click on this button, th renewal of your product will be blocked even if an automatic
renewal has been defined.

After the delivery

Once the product is delivered, it is added to the list of certificate to be automatically renewed.

5.8. IMPORTING A CERTIFICATE

You can import in your account certificates that may have been purchased through
competition or directly via the certification authorities. To do so, go in the section
“Operations” — “Import a certificate”. From this page you’ll be able to import a certificate
file from your computer or copy / paste its content, provide information regarding the
organization and a contact.

Repeat the process for each certificate to import.

Once it is done, your certificates will be displayed in the appropriate sections (currently
valid products, renewal page...).
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6. YOUR ORDERS SECTION

Once your products have been ordered, they can be listed, searched or monitored.

6.1. NON EXPIRED PRODUCTS

With this menu you will be able to list your currently valid products (delivered).

You can sort the content of the chart by clicking on the summit of each column.

To list all certificates, click here | i

You have:
5 Certificates currently valid
List of valid certificates

_ TBS ref.:

6762411 531 1277224227 Cancelled

8950322 00000000000 00000( ¥509EmailMovicel 1270547466 Delivered but unbilled

8960437 30000000000000000! HE09EmailMovicel 1270806260 Delivered but unbilled

6737193 EEEEre e rarree e thidewl 1276102945 Delivered but unpaid for

9136356 BOOOO000O00000000 ¥509EmailNovicel 1276588140 Delivered but unbilled
Export csv |

If you want all of your products to be listed, including your expired certificates or the orders
you have canceled, tick the “list all the products” box. You will get an expended listing:
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To list only valid certificates (sent, non-revolked, non-expired), click here
You have:
5 Certificates currently valid
4 Certificates expireds
18 Certificates unsortables
List of certificates heing issued
“m

¥509EmailNovicel 1270547319 Suspended
OO HE09test 1270547332 Cancelled
OO0 H509intl 1270547697 Cancelled
HOOOOOOO000O000000 *509test 1270548047 Cancelled
OO0 SECUIEew? 1270633207 Cancelled
OO0 sgc2 1270800484 Cancelled
OO ssll 1271782635 Cancelled
OO0 ss5l1 1271782727 Cancelled
HOOOOOOO0000000000 ssl1 1271783313 Cancelled
OO0 devl 1272359488 Cancelled
OO0 H509Emaill 1273221201 Cancelled
OO HEO9EmMailz 1273220603 Cancelled
OO0 vstsoZ 1274196139 Cancelled
HOOOOOOO000O000000 ¥509EmailTest 1276012831 Cancelled
OO0 HE09EmailTest 1276587996 Cancelled
OO0 rapidss|l 1277285046 Cancelled
OO ®E09SignLoginTest 1279004815 Cancelled
OO0 H509stdl 1279283082 Cancelled

1z Pk
Export CSV

The interface shows the number of your currently valid products and possibly the number of
expired or revoked certificates. They will appear on several pages if the list is too long (the
length of the list can be modified).

You can also choose which column to display (your reference, TBS reference, CN, type of
software, expiration date, status etc.) and create your own columns through “site
management” (see Site management: Custom fields on page 97).

You can export a CSV list to be imported back into your favorite software. To do so, display
the list with the wanted columns and click on the “Export CSV” button on the bottom of the
page. Your browser will ask you if you wish to save the file.
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6.2. REQUESTS IN PROGRESS

This page is similar to the previous one but only lists pending requests (non delivered
products). You can instantly see what requests are pending and why.

6.3. PENDING APPROVALS

This section is dedicated to the account appouvers and lists the requests that are pending
approvals. Those orders are only processed once they are approved. Further information in
the “Approval mode” section.

6.4. CERTIFICATES TO ACCEPT

This section gathers delivered Certigna certificates that need to be accepted. Those
products require an acception within 30 days after deliverance at the risk of being revoked
be the authority. To accept a certificate, gonon its status page and click on “Accept the
certificate” button.

CERTIFICATE

Status: Currently valid CN:

Delivery date: 2022-05-30 Expiration date: 2023-06-07

Serial number: Algorithm: sha256WIithRSAENcry ption

Key format:

RSA
DETAILS

6.5. SEARCH AN ORDER

The certificates can be sorted in two different ways: by keyword or by date.

6.5.1. SEARCH BY KEYWORD
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Open the “Search” page, enter you keyword and select a research field from the drop-down
list: CN field, TBS reference, CA reference...

NOTE: if you have customized your interface and defined new comment fields, you will be able
to use these criteria to sort your orders. See the chapter entitled “Site management: Custom
fields®.

CERTIFICATES SOLUTIONS ‘ONLINE SERVICES PARTMERS ABOUT US
CERTIFICATES MAMAGEMENT | MEW REQUEST | RENEWAL
REVOCATION | REISSUANCE
back to public website
| ACCOUNT.:SZYM | USER:Virginie SZYMANSKI ” | LAST CONNECTION: 2020-01-21 08:31:50 GMT

OPERATION
< SEARCH
Are you looking for a specific order?
Enter your keyword. Select the search fisld.

Choose from the list ¥

Search

YOUR ORDERS

If there is only one match, the order status page appears. If there are several a listing is
displayed.

You can export a CSV list to be imported back into your favorite software. To do so, display
the list with the wanted columns and click on the “Export CSV” button on the bottom of the
page. Your browser will ask you if you wish to save the file.

6.5.2. SEARCH BY DATE

You can also search your orders by dates. You can use your products start-of-validity or their
end-of-validity dates. Then select a time frame. You’ll get a full listing of matching orders or
you’ll be redirected to the order status page if there only is one match.

6.6. ORDER STATUS PAGE

When you click on one of the elements of your listings, you can see more detailed information
and a printable invoice.

The status page contains many information, including the status (that can also be seen in the
list). Here are the different types of statuses you might see:

www.tbs-certificates.co.uk

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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Quote: you have received a quote (click on the “quote” button on the bottom of the
status page to view it). We are waiting for a signed quote or your “purchase order”.

= Signed Quote: we have received your agreement on the quote.

s Verification in process + Waiting for payment: the audit is being processed, we haven’t
received any payment yet.

m Delivered but not billed: the certificate cannot be billed or has been prepaid with tokens.

= Delivered but unpaid: the certificate has been delivered but we are still waiting for your
payment.

m Delivered and paid: the certificate has been delivered and has been payed, thanks!
m Canceled: the certificate request has been canceled.
= Waiting for payment: we are waiting for a payment to process your request.

m Verification in_process: the audit process has begun, the CA is checking that the
certificate can be issued.

m Canceled and refunded: the request has been canceled and the certificate refunded.

s Suspended: the file is waiting to be processed. We need some documentary evidence to
go on with the audit.

s Waiting for DCV challenge response: specific to server certificates. The audit process is
over and the certificate is ready. The validation of the challenge sets the certificate
deliverance.

m Discarded, holdback pending: The invoice has been canceled and cancellation fees are
currently pending.

m Discarded, holdback paid: The invoice has been canceled and the cancellation fees have
been paid.

m Pending approval: The account is in approval mode. The order is now awaiting approval
in order to be processed.

Under-here, the main sight of the status page.
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ORDER 1587567879

(Open on 2020-04-22)
Your request is followed by Virginie

We recommend that the certificate be
reissued today. ¥

RENEWAL ACTIONS v REQUEST CERTIFICATE REISSUE

ORDER INFORMATION

CA Reference: Q Product: Sectigo SSL 3-year plan (COMs2ss|3)
Price: €0.00 ex VAT

Progress: Currently valid Your ref: | ‘

ref interne: responsable: | ‘

ACCOUNTING DOCUMENTS v

YOUR PLAN CALENDAR

same order.

CERTIFICATE

Status: Currently valid CN:

Delivery date: 2020-04-22 Expiration date: 2022-07-25

Serial number: Algorithm: sha256WithRSAEncryption
Key format: RSA

NOTE: No notes ADD A NOTE

SEE INITIAL CSR

You can see: the certificate’s reference number, its validity period, its price, the CSR fields...
You can see the name of your TBS contact on the top of the page.

For TBS X509 and Sectigo certificates, you can keep track of the certification process:

m  CAA registration;
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= CSR verification;
s DCV challenge;
= Organization audit;

m OV callback status.

www.tbs-certificates.co.uk

Each step has its corresponding progress status: pending validation, completed, being verified
and not required. If an action is required from you it’ll be displayed here.

With the button «view the details» in the “advancement” box, for Thawte, DigiCert and
Geotrust certificates, if available, you will see your certificate’s progress status if it is being
processed.

STATUS

Thawte certificate state

). Status in process E
9 Audit steps Status
tig
Nermal Organizaticn Validation validated
unapproved
DCV method dns-txt-token
F Signature Hash Algorithm sha2d6
ORGANISATION
Organisation: TBS CERTIFICATS French bus. sector code (NAF): 62.02A ‘
SIREN number: 440443810 European VAT: FR61440443810
Address: 22 rue de Bretagne Post code: 14000
City: CAEN Country: France
Phone Number: +33-2-7630-5900 Web: www.tbs-internet.com

CORPORATE CONTACT AND TECHNICAL

Formal Title: Mademoiselle First name:
Last Name: Job Title:
Phone Number: Email:
Mailing: ves O No @

The corporate and technical contacts for this certificate are shown here.

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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ORDER INFORMATION

et 219727147 =]

Expiration date: 2022-05-07
‘Outstanding amount: €156.00 inc VAT

Your ref: ‘

responsable: ‘

ORDER 1651739007

(Open on 2022-05-05)
Your request is followed by Virginie

Product:
Start date:
Price:
Progress:
ref interne:

Sectigo EV valid 1 year (COMs2ev
2022-05-05

€130.00 ex VAT

Expired

ACCOUNTING DOCUMENTS »

PAY NOW

If you are certain you do not wish to renew your certificate, click the «flag as do not review» button to stop receiving reminders

by e-mail.

Another section including possible observations might also appear on this page to notify you that the order is blocked.

Particular case: DigiCert products

Additional information appears on the DigiCert certificates' status page that allows the
management of the DigiCert Smart Seal functions. To acces this page, click on the DigiCert

Seal logo. A popup opens:

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.

69/132

® TBS INTERNET LTD

Britannia House - Athol Street - Douglas

IM1 1JD - Isle of Man

Phone Number: +44-330-684-0000 - Fax: +44-330-684-0048



www.tbs-certificates.co.uk

(

L)
tbs internet

trust booster

INSTALLING YOUR TRUST SEAL X

Change the Trust Seal options

Choose your seal size
Changing this option requires an update of the seal code on your site

Display additional information when over the seal
Enabling or disabling this feature requires a seal code update on your site

when visitors come to your site, the seal slowly and continually evolves
between the seal and the additional details

Display the organisation's logo in Trust Seal []
Send or replace the organisation's logo

. mﬁmmuswamsvsmypummsammﬁam Aucun fichier sélectionné
« The image must hava a square format (ratio 1:1) ueun fichier selectionne.

+ Centre the image. Centred images are best displayed in a circle
« Use a non-iransparent base

The seal information page shows the date of the last antimalware scan

The seal infarmation page shows the date on which the recards was activated
for the domain

The seal information page indicates a blackiist check for the domain
The seal information page shows the date of the last compliance analysis
The seal information page indicates how long you have been a client of
DigiCert
The language is automatically selected by the seal, however it is possible to possible to set it manually

Choase your seal language | Choose from the list v

SAVE AND UPDATE SEAL CODE

Copy & paste the code directly into your web page, between BODY tags:

<!-- DigiCert Seal HTML -->
<! Place HTML on your site where the seal should appear -->
<div id="DigiCertClickID_ofSU_11E"> </div>

<!-- DigiCert Seal Code -->
<! Place with DigiCert Seal HTML o with other scripts —>
<script type="text/javascript”>

var __deid = __deid || [1;

__dcid.push({" CertClickID_ofSU_11E", "seal_size":
°s","tag":"ofSU_11E","seal_format":"dynamic"});

(function(){var ci "script"); cid. id.src="//seal.digicert.com
/sesls/cascade/seal.min.js";var s = document.getElementsByTagName( script”);var Is = s[(s.length -
1)];1s.parer insertBefore(cid, Is.nextSibling); }());
</seript>

« digicert

VERIFIED

Check or uncheck the boxes according to your needs to activate the wanted functions

Particular case: server certificates

Additional information about the DCV validation appears on the server certificates status page:
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DCV CHALLENGE
LY
To change the DCV method, click on “DCV management follow-up”:
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DCY CHALLENGE

DCV management

You can change the DCV challenge method for the
(More information about DCV challenge, dick here).

Choose 0 one of the following validation methods for each of the domains to be secured (the DCV challenge allows us to ensure that you have contrel over the

I domains):

[
E-mail(s) found in your doemain ownership record: 1

o

E-mail(s) suggested on your domain:
O admin@
O administrator@
O hostmaster@
O postmaster@
@ webmaster@:

Other method for the domain control validation:

OTex: file to be placed on your HTTP web site
OTexz file to be placed on your HTTPS web site
OCNAME to configure on your DNS server

ti Other emails suggested on your sub-domain:
O admin@
O administrator@
O hostmaster@
O postmaster@
O webmaster@

The DCV challenge is valid, pending validation by the authority

Resend or retest the challenge.

di
Save and resend

Other action

Receive the DCV summary by e-mail

The DCV validation method can be changed at any time prior to the certificate issuance.

Particular case: reissued certificates
You can reissue a certificate for several reasons (key loss, additional SAN, multi-year plan...).

In that case, after the new certificate delivery, you will see all the versions of your certificate
and their data on the status page:

- status of each one of them (valid or revoked);
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- Delivery date;
- link to the certificate;
- serial number;
- hash algorithm.
ALL CERTIFICATES
Status: Currently valid CN: — -
Delivery date: 2020-04-22 Expiration date: 2022-07-25
Serial number: Algorithm: sha256WithRSAEncryption
Key format: RSA
We recommend that the certificate be reissued today.
NOTE: No notes
Status: Currently valid CN: -— -
Delivery date: 2020-04-22 Expiration date: 2022-07-25
Serial number: Algorithm: sha256WithRSAEncryption
Key format: RSA
NoTE: o poes
Feel free to install the trusted logo provided with your certificate :
6| " positive
Note that you can have, under a single reference, several currently valid certificates. A
reissuance does not lead to the revocation of the previous certificate anymore. You an also
add a note to each certificate to help differenciate them.
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6.6.1. DOWNLOAD A CERTIFICATE

There are several kinds of certificates and the installation of a certificate often means the
installation of intermediary certificates or chains. To ease the installation, you can download
your certificate in 3 standard formats.

If you do not know which format to use, consult our delivery e-mail. It provides the format(s) to
use. You can also consult the “installing a certificate” section of the FAQ or your server
software’s guide.

To download your certificate, click on the “see the certificate” button of the status page. You

www.tbs-certificates.co.uk

will see this window:

-

o

VIEW CERTIFICATE

Consult our FAQ: All you need to know to install a certificate

Wiew the certificate in PKCS7 format
View the X509 certificate with its chain
See certification chain

Certificate in X509 format  l==l : cert-1587568404-713853.cer

All formats in one archive ==l : zip-1587568404-713853.7ip

MIIFEDCCA+ygAwIBAZIRANACKIudSBBigY /ZKESTBCowDQY JKoZThwcNAQELBQAW
EYMxCzAIBENVBAYTAKdCMRSWGOYDVQQIEX JHemVhdGYyIELhbmNoZXNE@ZXIXEDAD
BgNVBACTEINhbGZvemQxGjAYBgHVBACTEUNPTUIETYBDQSEMaW1pdGVkMSkwdwyD
VQODEYBUZXNOIFITQSBDZXI0aWZ pY2F0aWIuIEF1dGhveml0eTAs Fw@yMDABM] Iw
MDAWMDE aFwyMjA3M]UwMDAWMDE aMCAxH] AcBgNVBAMTFXZpemdpbmlllmvhc31l4
NTASLmHNvbTCCASIwWDQY JKoZThveNAQEBBQADggEPADCCAQoCEEEBAM Gy IP+VrAT
s6IVEB/yHOF fdta/ fUrTEvuGBcags CTOUMUL+6X tvFS04 tHhvBUHNRGMi S5 Z6V /KF
C2Imj2LhBE41qUt9Dg/PVpKUkpSWZz65Md4D1 TEGAXWdEsWolI loteSG4oa0lxmQT
2EAU3TPXv fmUCo+kVG4AF+11mCOJgTFDt] t23+Z0zS5fqBkBBxHNMYTGIIxi2vilg
lgtDoiKWlaoOkc VDYHECL40yUyr4SLglWPeVo1BRXQet 16X dMkyoKIMIIH+xqrtF
kNIbZHSNF49f9+97IcCsSviPZUehc+64xchLT2cLQaCtwduCZSytzVhmFawLIj2]
1fQx7Ifbz10CAWEAAROCAdMwEgHPMBEGALUdIWQYMBaAF TaGHCsGIX@nAYd rSWo4

! GOREr5MyMBOGALUdDgQWBES2FHURM3EXTAZU] FveQDh]jCXZ2IDAOBENVHQBBATEE

BAMCBaAwDAYDVROTAQH, BAIwADAdBgNVHSUEFjAUBEgrBgEFEQcDAQYIKwYBBQUH
AwTwSEYIVROEBEMWOTA1BEwrBEEEABTxAQTEAWQWITA] BEgrBgEFBOCCARY X aHRE
CHMELy9zZWNEOaWdvLmNvbS9DUFMwCAY(|Z4 EMAQIBME0GA 1UdHWRDME EWPGAS0DUG
OWh@dHAGLYSjcmwuY29tb2RvY2EUY29TL1IR1c3RSUOFDZXNI0aWZpY2FOaWIuQxve
aG9yaXR5LmNybDBTBggr BEEFBQcBAQRVMGEWROY IKWYBEQUHMAKGOWhEdHAG LY
cnQuY29th2RvY2EUY29tL1R1C3RSUBFDZX I0aWZpY 2FOaWIuQXVoaGdyaXRSLmNy
dDAkBgerBgEFBQcwAYYYaHRBCDovL29] c3AuY29tb2RvY2EUY29tMDsGALUEQQD
MDKCFXZpemdpbmlllmVhe3T4NTASLMNVEYIZd3d3LnZpemdpbmL1Lmhc314NTAS
LmNvbTANEgkghkiGOwOBAQsFAAOCAQEACSdZRIBLZQNNoTtCgTms FSEKny FtCtdT
F3zChkQtOOWkQrbAmEKpFNE jWE5pxIk4aUWZG80dlochM3DheEgkdcKDhOShrPofs
SPyyBonkhUtt8eTzdbtubi+gQCyu/RHAULBUMaIwAch+g4sHheVEEMSZ &YV s1u+/
/3bGufXxMsoy+051+iTzbrtvEsvndDuowmZr 9Z3I2QxmZ LHS+cngpYgBQjuElPX1
0BUTD5D1e4FSyVePXAYE4xDTIF3sBQrIqFL1SmjYxG+81@vVemLysdmwd gFAc1RO4
WEGKcOFRBPKEZ +Mcy16p]d0qD2Gn5QgqTXe9PaTphLETINtwUT s Teww==

————— EMD CERTIFICATE--—---

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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It shows the certificate in the X509 format by default with a link to download it in text format
with a “.cer” extension. You can use copy/paste to insert the certificate in you server software.
This format only contains the server certificate (final). It is the most used format, as it goes

along with a complete certification chain (see next page).

[T =

" VIEW CERTIFICATE

1]

bl

8 Consult our FAQ: All you need fo know to install a cerfificate

View the certificate in PKCS7 format
View the X509 certificate with its chain
See certification chain

See root certificate

Certificate in X509 format =) : cert-1629899428-714604.cer

All farmats in one archive  I==l : zip-1629899428-714604.7ip

MIIGWDCCBaigAwIBASIQD+xLNCTpglNwLHMKT FPEy j ANIENIN
MQswCQYDVQQGEWIVUZEVMBMGALUEChMMRG LnaUNlenQg ’
aWdpQ2VydCBUTFMgUINBIFNIQTIINT AyMDIwIENBMTA: o
Fw@yMjA4M{ QyMzUSNTLaMG4xCzATBgNYBAY TAKZSMRT
aWUxDTALEgNVBACTEENERU4xHDAaBgNVEACTELIRCUyEI
— HjAcBgNVBAMTFXZpcmdpbmllLmVhe314NTASLmNvBTC
BOADEEEPADCCAQoCEEEBAM] GyIP+VrATs6IVEE /yHOF,
UMUt+6XtvF50itHhvBUHNGmM15jZ6V /KFC2Imj 2 LhB!
d4D1 TEGEXWdEsWolIlotesG40adlxm)T2EAUI TPXy Fml
= tjt21+7ZDz5fgBkBBxHNMYTGIIxi2vilglgtDoiKWlaa
WPeV91BRXQetl6XdMkyoKIMIIH+xqrtFKNIbZHSNF49
xchL72cLQaCtwluCZsytzVhmFowL1j2j1fQxTIfbz
AlUdIwQYMBaAFLdrougogoSMeeq@2g+YssWVdrnoMBaI
TAzUj Fv@QDhiCXZ2IDAZBENVHREEGTAXghV2aX InaWs)
Dg¥DVROPAQH/BAQDAZWEMBEGA LU IQOWMBQGCCSGAQUI

Vous avez choisi d'ouvrir :

ure de cert-1

] cert-1629899428-714604.cer

qui est un fichier de type : certificat X.509 (2,3 Ko)
a partir de : ...ps://wwwtbsinternet.hh5.clust2.tbs-internet.net

Que doit faire Firefox avec ce fichier ? ‘

Ouvrir avec | Afficher le fichier (par défaut) v

714604.cer

JWYDVROFBIGHMIGEMEC gPqASh] podHRWO1 8vY3JsMySl

(@) Enregistrer le fichier

alNLcnRUTFNSUGFTSEEYNTYyMDIwQOEx L TMuY3JsMEC;
NCSkaWdpy2VydC5ib20vRGLnaUNTcnRUTFNSUGFTSEE)
MD4GA1UdTAQ3MDUWMWY GZ4EMAQT CMCkwIwY TKwYBBQUI
ZGLlnaWNlcnQuyY29tLeNQUzB/BggrBgEFEQcBAQRZMHEN
dHAGLy9wY3NWLmRpZ21§ZX18LmNvbTEIBggrBgEFBQE
dHMUZGlnaWNlenQuy29tLaRpZ21DZXIOVEXTULNEUGAE
dDAMBENVHRMBATBEA]AAMIIB fQYKKwYBBAHWeQIEAZSC
njkSIFBWCS9]pXflvldInGAK+PLNXSZcIVIHhAAAAK LD
k3bQy@FulGjSvBIVEEId+wvRwL 1zvDFplYTYyDT7sA1ATmalrdr2 fzeehoAdaYoVM
Z5W3usj49SKKIETMIBY FKABLAFG] sPXOAXmcYm24N31PDKREZBsny /eeiEKaDFTU

D Wl AAARST I WS FAAANNARVWEAT rfn SRk e ¥ T e Gnil A TGFKEWTR- TWHFA VI IaGc nal

1L @Fﬂﬂ!&!!!! !!5

Annuler OK

We also provide the PKCS7 format. It includes the final certificate and the entire certification
chain as well as the root certificate. It is displayed as a text file but the download link sends
the binary format («.p7b» extension) that is recognized by Microsoft IS5 and [1IS6 and most
java servers. This format includes all the elements needed for the installation of the certificate

that only requires one manipulation.
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The format complete certification chain is used along with the X509 format. In this case,
several certification authorities have played a part, each one of them issuing its own certificate.
In the certification chain, you will see your certificate, the root certificate and the certification
authorities’ certificate that have worked for the issue of your certificate.

Finally, it is possible to download the root certificate in cer format. Those certificates are

installed in the browser’s certificates stores but some servers require the installation of the
root certificate along with the final entity certificate and the certification chain.

6.6.2. CHECK A CERTIFICATE

From the status page, you can verify the good installation of your certificate by clicking on the
button “test the installation”. To do so, the server must be available from the Internet.

You are redirected to a page containing the validation information of your certificate and the
debugging information:

CERTIFICATE STATUS

Your certificate is valid.

* Error 0: OK = Valid certificate. All the validity tests were passed.

DIAGMOSIS

CERTIFICATION CHAIN

* ROOT: USERTrust RSA Certification Authority | OK |
+ INTERMEDIATE 1: TBS X509 CA business 2 E3
* FINAL ENTITY: www tbs-internet_com m
CERTIFICATION CHAIN'S HASH ALGORITHMS
* TBS X509 CA business 2 SHA384 with RSA
* www.tbs-internet.com SHA256 with RSA
GREEN code: valid certificate.
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CERTIFICATE STATUS

The certificate is valid but the tests indicate issues.

DIAGNOSIS
* Error 37: BAD CM = The site tbs-internet.fr is not indicated in the certificate.
For more information about this error and how to fix it. Click here

CERTIFICATION CHAIM
* ROOT: USERTrust RSA Certification Authority
+ INTERMEDIATE 1: TBS X509 CA business 2

* FINAL ENTITY: ERROR

CERTIFICATION CHAIN'S HASH ALGORITHMS
* TBS X509 CA business 2

ORANGE code: valid certificate but some fields contain errors.
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CERTIFICATE STATUS

Certificate error. Consult the diagnosis below.

DIAGMOSIS

* Error 20: UNABLE TO GET ISSUER CERT LOCALLY = Could not obtain the issuer's certificate
{locally).
For more information about this error and how to fix it. Click here
* Error 2: UNABLE TO GET ISSUER CERT = Could not obtain the issuer's certificate.
For more information about this error and how to fix it. Click here

SUGGESTED SOLUTIONS
* You should install the suggested certification chain.

CERTIFICATION CHAIN
* ROOT: ERROR - Certificate not recognized!
Unknown root certificate!

* FINAL ENTITY:
CERTIFICATION CHAIN'S HASH ALGORITHMS
* Let's Encrypt Authority X3 SHA256 with RSA
. - SHA256 with RSA

RED code: invalid certificate.

If the diagnosis is bad, check the signification of the error code on the dedicated page of our
FAQ.

Co-PiBot -a tool checking the installation of recently issued certificates- visits your sites a few
day after the issuance of the certificate. If it detects an issue it sends an e-mail explaining how
to solve it.

You can also request a regular check of your certificates. See the “Monitoring” section.

6.6.3. REVOKE A CERTIFICATE

Revoking a certificate is a
WARNING: Revoking a certificate is a declaration of its anticipated end-
definite operation that cannot lead to any of-life. When a certificate is
refund. Before revoking a certificate check if revoked, it automatically appears

it is reissue-able. on the invalid certificates list.
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Some certificates can be revoked directly online. You have to revoke a certificate if your
server has been hacked and that your private key has possibly been compromised (or if you
have lost the private key).
To revoke a certificate, go on its status page. There, click on the “Revoke” or on the “Revoke
all” button if there are several currently valid certificates.
CERTIFICATE
Status: Currently valid CN: virginie.easyx509.com
Delivery date: 2021-08-25 Expiration date: 2022-08-24
Serial number: OFEC4B342EE98353702C73244DF3FCCA Algorithm: sha256WithRSAEncryption
Key format: RSA
N
NOTE: No notes ADD A NOTE
Feel free to install the trusted logo provided with your certificate :
@
‘ « digicert
VERIFIED
You will see a first warning message:
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You are about to request revocation of your certificate
Serial number: 50FDBF2F93F 1ABESOD033FDA228448C6

This revocation is immediate and irreversible.

. Annuler || oK

If you persist, you will have to give a reason as to why you wish to revoke your certificate:

a Certificate revocation

Please specify the reason for revocation.

MOTE: If you intend to reissue or renew this certificate:
do not revoke it before the delivery of the new one.
These operations won't be possible anymore once the revocation process is
launched.

| Confirm the revocation of the certificate with serial number SOFCBF2FS3F1 ABESODO33FDA2

After a last confirmation message, your certificate will go through the revocation process and
its serial number will appear in the new certificate revocation list (CRL).
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6.6.4. CANCEL AN ORDER

It is possible to cancel an order that is still being processed directly from its status page. To
do so, click on ‘Cancel the Order’, follow the procedure and don’t forget to state the reason
you have for canceling.

ORDER 1652193169

(Open on 2022-05-10)
Your request is followed by Virginie

PROGRESS OF YOUR ORDER

0 o 0 o) 6! 6! 0 ®
e Ay A e
approbation CSR dispatch order payment Order DCV validation audit delivery

conditi * There is no valid direct

debit mandate for your
account. Please contact our
accounting department.

Comments

*2022-05-13: Virginie:
[cde 1652193169] Demande de documentation
Envoyé€ & : x509tc-1652193169@b1d2.ths-internet.com

ORDER INFORMATION

CA Reference: g Product: TBS X509 Standard 2-year plan (X5095HA25652)
Price: €127.00 ex VAT

Qutstanding amount: €152.40 inc VAT Progress: Pending payment

Your ref: | ref interne:

responsable: ‘ |

PAY NOW CANCEL THE ORDER | ACCOUNTING DOCUMENTS v

If the invoice has already been settled, a credit note coupon will be created.

Warning: According to our General Terms and Conditions of Sale, cancellation fees might be
applied depending on its achievement level.

The coupon can then be:
m used to settle an order to come;

s refunded (request a refund by e-mail to accounts-receivable@tbs-certificates.co.uk with
your bank account information).

If an invoice is linked to your technical request, a credit note will be generated and will be
available among the “accounting documents”.
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6.6.5. ADD OPTIONS TO YOUR SIGNING PLATFORM

Once your signing platform is delivered it is possible to add options such as new users or
documents packages. To do so, click on “Add options” in the “Information” area:

INFORMATION

Number of users: 2 Number of pro users: 5
Number of document packs: 3

To add options to your SigniFlow offer, click on the button:

ADDING OPTIONS

A popup opens displaying your offer information (number of user, expiration date...) et
propose a list of available options:

= Adding options

General information

You can still add 23 users to this contract
There are 47 days left before the end of your contract

Mumber of users to add (Base price: £110.00 ex VAT / Pro-rated price: £14.16 ex VAT): | o v |
Mumber of pro users to add (Base price: £140.00 ex VAT / Pro-rated price: £€18.03 ex VAT): | [ |

Mumber of document packs to be added (Base price: £€125.00 ex VAT): | 0w |

m CANCEL

NOTE: The price for new users is calculated proportionaly to the number of days left before
your offer expiration.

Add the wanted options and validate:
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v Request taken into account

Your request has been transferred to the sales department. Your account has encugh credits to use as payment for this order.

CLOSE

According to your type of account, the system will generate an invoice, a quotation or will

debit the account.

The listing of requested options is then displayed on the status page:

ADDING OPTIONS

ist of option requests

Invoice 1F9429 | Deal: 1576659691 | State: Sent | Date: 2019-12-18
List of requested options: SigniFlow Business Workflow Pro utilisateur valide 1 an

Invoice 1F9430 | Deal: 1576660607 | State: Sent | Date: 2019-12-18
List of requested options: SigniFlow 1000 documents additionnels pour Business Profile

Invoice 1F9431 | Deal: 1576660710 | State: Sent | Date: 2019-12-18
List of requested options: SigniFlow Business Workflow utilisateur valide 1 an

Quote 1576660980 | Deal: 1576660980 | State: Quote | Date: 2019-12-18
List of requested options: SigniFlow 1000 documents additionnels pour Business Profile

Quote 1576661405 | Deal: 1576661405 | State: Quote | Date: 2019-12-18
List of requested options: SigniFlow 1000 documents additionnels pour Business Profile

6.6.6. SEND DOCUMENTS REQUIRED FOR THE AUDIT OF YOUR ORDER

You can upload documents required for your audit completion directly from your order status
page. In the “Audit completion” area you’ll see a “Send a document” or a “Send another”
document button. If specific documents have been requested by the audit team a “Send the
requested documents” will appear with the indication of the number of documents needed:

AUDIT COMPLETION

Consistency: Not processed

SEND THE REQUESTED DOCUMENTS (2) v |l SEND ANOTHER DOCUMENT

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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Click the button, a popup opens:

SEND THE DOCUMENTS

Add a file

“Mandatory fields

Category ‘ Org or ID proof w7 ‘
OIS company extract v]
[ ogansaion ] |

Company Number ‘ ‘

OIS 20200131
[ Exproionvate ]
| Browse... | Nofile selected.

| Send ‘

Select the category of the document you want to send, fill in the form and click on “send”. The
document is immediately attached to your order and the audit team is notified.

6.7. PRE-VALIDATION

Some authorities prpose a pre-validation mechanism in order to speed-up the process of your
certificates orders.

There are several kinds of pre-validations according to the type of certificate or their
authentication level.

6.7.1. CREATING A PRE-VALIDATION

To define a pre-validation, go on the “Your orders” > “Pre-validation” section and click on the
“Pre-validation creaton” button for the concerned authority.
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Notice: In order to create a pre-validation, the authority’s DPA must have been accepted first
(see the Contract section).

OPERATIONS

New request

PREVALIDATION SECTIGO

Pre-validation creation Sectigo

Mo pre-validation Sectigo found

PREVALIDATION DIGICERT
OUR ORDERS

Mo pre-validation DigiCert found

Pending :

Pre-walidation

You are then redirected to a form. First, choose the kind of pre-validation you want to create
(EV, QV, code Signing...). The list of pre-validation depends on the authority.

®ov Qev

“iew our online documentation

Indicate then the organization and the contact then click on the “Register the pre-validation
request” button.

6.7.2. THE EXISTING PRE-VALIDATIONS
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Once the request has been submitted it can be consulted on the “Your orders” > “Pre-

validation” section.

You’ll see here the list of all you pre-validation requests, their statuses, date of expiration...

PREVALIDATION SECTIGO

Pre-validation creation Sectigo

- ] Active

— - — - — ov

[} ov
P — - - [#] Awaiting validation EV Sectigo follow-up
PREVALIDATION DIGICERT
Pre-validation creation DigiCert
[ omer [ e | ewe | epmose | oot |
- — — - - ] Active 20230404 ov
] 2023-03-29 EV
- —— @ 2023-07-30 cs
.':) In process DS

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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7. ADMINISTRATION SECTION

The Super User and the account administrators can allocate tasks to each user and give them
rights according to their functions and responsibilities.

7.1. USERS: MANAGE USERS AND THEIR RIGHTS

In the «User» section of the «Administration» menu you will be able to add or suppress users
and to manage their rights quickly.

To add a new user, click on the «open an
account» button under the list of existing
users. A new window opens showcasing
the existing users who do not have an WARNING: each user must be in possession
account yet. of a unique e-mail address.

To create a new user, click on the button
“open an account”. Fill out the form,
define a log-in and a password as well as the user's rights.

If you want the new user to be notified of the creation of his account and get his log-in IDs,
tick the box “Click this box to inform the new user by e-mail” at the bottom of the page. He will
receive a notification by e-mail.
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,/////J/J
I:i Open an account
- | tastrame {  Funcion |
O SOOI Exploitation
) KOOO000000000 Service technigue
(:r R RS R R testeur
{:']l SOOI,
(:} RO RO R R R K Assistante
O SOOI, Support
- Save a new contact,
PLEASE MOTE: Each contact is identfied by his/her e-mail address.
When you create another entry, make sure that its address is unique.
First name : Last name :
Department: |
Function:
. ' Phone:
Address: | 2
Mobile:
Postal Email:
code: Mailin
] g.‘res . Mo O
City: £

Identification

Login [

Password

choose the guidance option

Administrative contact s
Technical contact [ ]
Marketing (|

Billing 1

Click this checkbox to inform the new user by e-mail. O

| walidate

It is also possible to suppress users but the Super User cannot edit an existing account and
we do not store passwords.
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What are the different rights ?

Our system makes use of four types of rights. Allocate them according to each user’s
responsibilities.

m Technical: certificate order, renewal and revocation.

s Commercial: consultation of the certificates’ list.

m Billing: consultation of the account’s statement.

= Administrative: can add or delete users, manage the website.

m Approval: uniquely for approval mode accounts. The user can approve the different
requests deposited via the account.

The Super User has access to all the functionalities.

Here under is the list of all the user types available:

I T S YT NI G

Conseiller clientéle Vo zi
0000000000000 conseiller clientéle Vo ai
MOOO0000000000( Président Direction Technigue Ve ﬁ

Particular case: Modification of the Super User
There are 2 possible scenarios:

s If TBS INTERNET knows the new Super User, the latter only has to send us an e-mail
explaining his request.

= If not, he has to send us an a letter written on headed paper and signed by the CEO of
the organization.

7.1.1. USERS WITH STRONG AUTHENTICATION

If you use strong authentication to access your account the interface is expended.
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“HIEIIII

Conseiller clientéle A et xOO

J0000000000000( conseiller clientéle WO W r';o@

Note that a user can be temporarily suspended (orange icon), his certificate can be revoked
and his account blocked (red icon) or suppressed (red cross).

To add a user, use the «add» button and fill out the form in order to issue a new user

certificate.
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The CSP is a cryptographic module used to generate a private key and store a certificate. If
you do not know the ower’s CSP, use the one that is provided by default (integrated in Internet
Explorer).

The two other fields (protected private key and exportable private key) are interpreted by the
CSP. If you use a specific CSP, check the value of those fields with your supplier (some CSP
need an exportable flag).

Prénom : | Mom :
Service ! I
Fonction : I
Adresse il I
: Mobile: |
Mél : |
CP'I rn'mnmg.::l el e
ville : | e o
Demande de certificat
CSP | Microsoft Base Cryptographic Provider v1.0 =l
Clef privée protégée " ooi ® Non
Clef privée exportable & oui ¢ Nen

Durée de vie an ¥

Choisissez ses droits

Administratif
Technique
Commercial
Facturation

R IEN T
|

Prévenir par mél

Valider | TI'

7.1.2. 2-FACTOR AUTHENTICATION

As Super User of the account, you can make 2-factor authentication mandatory for all the
users of the account.
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To do so, click on the “Administration/Users” link in the left-hand menu.

From this page, click on the “Define a 2-factor authentication mode” menu. You will be
redirected to a page from which you will have to configure your own 2-factor access.

At their next connection, the users of your account will be redirected to the same page to
configure their access. They will only be able to log onto the account after the creation of
their access.

Modification of default authentication option

| Define a 2-factor authentication mode |

7.1.3. APl USERS

It is now possible to manage your API users in the «Users» section or to create an access to
API for them in case the latter wasn’t already established. To do so, simply click on «Add an
API user»:

API USERS MANAGEMENT

No active user.

ADD AN API USER
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7.2. PREFERENCES: OVERALL PARAMETERS OF THE ACCOUNT

In the «Administration» — “Preferences” menu you will find settings accessible by the Super
User and to the administrators to edit your organization's address, to define billing addresses
and select several contact points.

7.2.1. GENERAL INFORMATION

You’ll find here the overall information regarding your account: organization, option, handling
office... From here you’ll be able to activate and deactivate the approval mode.

R

GENERAL INFORMATION

Account

Option: Bulk purchase
More infarmation on the type of formula
Your customer account is monitored by the TBS France office

Approval mode

Once the approval mode is activated, the Super User of the account is set as the default sole approver. ()
To define new approvers, go to Users section.
See the list of certificates pending approval.

Organisation

This heading refers to your organisation’s headquarters.
To edit the card completely, contact the sales team

TBS CERTIFICATS

22 rue de Bretagne
14000 CAEN
Calvados, France
+33-2-7630-5900
www.ths-internet.com

The organisation's identification number:: 440443810
French bus. sector code (NAF): 62.024
European VAT number: FR61440443810

7.2.2. CONTACT POINTS

Indicate here the e-mail addresses to be used for different purposes: receiving invoices,
generic e-mail address (that will be in copy of any e-mail of the account), emergency
address... You can also define a specific language for each address.
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CONTACT POINTS

Generic e-mail address @

E-mail address accounting (automatic processing) @
Accounting e-mail address (manual processing) @
Emergency email address @

Purchasing department email address @

Email address for delivery notifications [ ]

[

test4@tbs-certificats.com

vszymanski-comptaAutocompte@tbs-internet.com

vszymanski-comptaManuZcompte@tbs-internet.com

tag-achat24408EC@tbs-internet.com

vszymanski@tbs-certificats.com

Language: French W

Language: English v

Language: French W

Language: French v

Language: English v

Language: Spanish ¥

7.2.3. ACCOUNTING QUESTIONS

You can define your billing entities here, chhose a default payment, how to receive your
invoices or create a recurrent direct debit mandate.

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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ACCOUNTING QUESTIONS

Prepaid account warning level

The warning level is an amount below which TBS Certificats will send you an e-mail to inform you that your prepaid account is running out
You may change this minimum value if you wish

6 £ |available products

How to send invoices

You can define how your invoices are sent.

Choose a delivery option

Payment method by default

You can define the default payment mode for your next orders
You will be able to change it at any time, including during your next purchase.

Recurrent direct debit (within 10 days) ~

Choose recurring direct debit

Generate a SEPA direct debit mandate

Payment requirements

Deferred payment prohibited
signed as agreed prohibited

Default invoicing address

If the entity to be invoiced is not the one in the SZYM account, choose or enter the details of the organisation to be invoiced:

Create a new billing entity v

Organisation Name * organisation n

The organisation's identification number: (SIREN, company
number, others.) organisat

Address *

Additional address Additional addres

Additional address Additional addres

Post code * I
City *

Country * Choose from the list ~

State or Province

Phone Number (main) ph

European VAT number

E-mail address accounting (automatic processing) -mail address ac 1 autorr rocessing)

Accounting e-mail address (manual processing) e-mail address ac 1 i il processing)

Clear billing information

Search for the billing address

It is possible to deactivate the billing entity search on forms. ()
In this case the default billing entity will be used for all your orders.

Recurrent direct debit

You can create a recurrent direct debit mandate from this page:
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Choose recurring direct debit

Generate a SEPA direct debit mandate

Click on

“Generate a SEPA direct debit mandate”, a popup opens

information (the form is prefilled if we already have the information):

. Provide the requested

|grace far daliuam: natificatinne tr el b b e e

- RECURRING DIRECT DEBIT MANDATE

HOLDER OF THE ACCOUNT TO BE DEBITED

Last Name TBS CERTIFICATS
Address 22 rue de Bretagne
Additional address Additional address
City CAEN

Post code 14000

Country FR

BANK DETAILS FOR THE ACCOUNT TO BE DEBITED

IBAN FR7610278021010004324764669
Your IBAN is valid

BIC CMCIFRZA
Your BIC is valid

RECIPIENT

The mandate will be sent to the following address: vszymanski@tbs-certificats.com.
If you wish to be copied in, enter your e-mail address below:

Copy

Save and obtain a mandate

Then click on “Save and obtain a mandate”. A pre-filled mandate is sent by e-mail to the
Super User and to the e-mail addess you provided in the form (if you did). The mandate must
be returned signed in order to define the direct debit as the default payment method for the

account.

A new information is displayed on the account home page:

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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@ DIRECT DEBIT
A direct debit is awaiting validation. ‘

Sign the mandate via SigniFlow

Once the mandate is validated, this message is updated:

0 DIRECT DEBIT
You chose automatic direct debit.

7.3. SITE MANAGEMENT: CUSTOM FIELDS

On the «site management» page, under «Administration», you will be able to create your own
fields to store your own data.

There are four fields available. You can name them as you see fit («internal ref», «manager»,
etc.) and fill them out during the order process or after, on your certificate’s status page. You
will then be able to sort your certificates with these fields and to export them in CSV.
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|| shortened heading

Field & linternal ref

Field € |

!
Field B manager _ |
|
|

Field D

You can use those fields as you see fit. To understand the power of this tool, take the example
of a company that works with internal references and files managers. The customization of
this company’s interface allows for it to use its own references.

Step 1: Defining the fields

It is the Super User who has to create the wanted fields. For example, let's create two fields:
“Internal ref” and “manager”. To do so, click on “site management” in the left-hand menu. You
can use up to four fields.

You can modify or delete your fields. For example: you have entered “internal reference” but it
is too long, you prefer to use “internal ref”. Delete the fist one and correct it. Save and view the
“List appearance” page to see the result.

Step 2: Displaying the fields on the lists

Once your fields are created, click on “List Appearance” in the left-hand menu: you can
visualize, on the bottom of the page, your new fields. Tick and validate.
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Liste of the available information.

Your ref You reference
' CA ref.: The certification authority's reference
4 File ref.: The certification authority's previous certificate's reference
File ref.: The certification authority's next certificate's reference
b [ URL concerning this certificate
" Key length Session key length
Serial Certificate serial number
software Software supported by the certificate
b Prod. code Product code
i TBS ref.; TBS's request reference
Start date Certificate validity start date
Exp. date Certificate expiration date
i Admin. contact Corporate contact's name in charge of this request
" Tech. contact Technical contact's name in charge of this request

Status Certificate issuing progress
tzrnal ref

panager

Step 3: Visualizing the list

Your certificates’ list now has two more columns that can be seen on the “List the certificates”

page.

TS et | Staws | intemmalref | mansger |

6762411 asll 1277224227 Cancelled

8950322 ¥S509EmailNovicel 1270547466 Delivered but unbilled W3is987 M. Smith
8960437 X509EmailMaovicel 1270806260 Delivered but unbilled

6737193 thidewl 1276102945 Delivered but unpaid for

9136356 #509EmailMovicel 1276588140 Delivered but unbilled

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.

99/132

® TBS INTERNET LTD

Britannia House - Athol Street - Douglas

IM1 1JD - Isle of Man

Phone Number: +44-330-684-0000 - Fax: +44-330-684-0048



(
)

tbs internet

trust booster

Step 4: Filling the new fields

www.tbs-certificates.co.uk

You just have to go on the status page of one of your certificates to see the new fields. Fill
them in and validate.

CA reference:

Start date:
Price:
Your ref:

responsable:

3ggz101o0 E
2016-12-08

PRODUCT INJORMATION

£115.00 Excluding VAT

cert exchange

moi

VIEW INVOICE
SEE THE RECEIPT

Product:

Exp. date:
Progress:

ref interne:

Comodo SSL valid 1 year
(COMsZssl1)

2017-12-08

Waiting for reissuance completion
| |

Note : The validation button only appears after you have entered some text in those fields.

Step 5: Visualizing the entire list

Go back to the list. The new information appears. You can use it as a sorting key and export

the chart.

1277224227

1270547466
1270806260
1276102945
1276588140

6762411 zsll
8950322 H509EmailNovicel
8960437 HEO9EmailMovicel
6737193 thidewvl
9136356 HS509EmailMovicel

Cancelled
Delivered but unbilled WIS5987 M. Smith
Delivered but unbilled
Delivered but unpaid for
Delivered but unbilled

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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7.4. CONTACTS LIST
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You can select who is going to be used as corporate contact and certificate manager on the

order forms.

It will not change the rights allocated to those contacts.

Conseiller clientele
R DR R, Exploitation

0000000000000! conseiller clientéle

HO0OC00000000 o W

il

7.5. DISPLAY THE LOGS

Users with administrative rights can see their account’s logs. From this page they will see
which user did which action at what time within the Certificate Center. You can select a
specific period of time and a kind of action. The logs can also be exported in CSV format.

[cde

Iyocs pispLAY
From to Type Logs
| | A v I Afficher ]
[ CsV Export
Display logs Search:
Date i User Source Action 1
2022-02-01 T commanda [cde 1 Certificat TBS X509 Sign&Login valide 1 an fin de commande Host : hhS - Arguments : -D S5L -
15:45:57 2 OS : Linux - NAV : Firefox - LANG aff: fr_FR

] depot de CSR avec la commande —-—BEGIN CERTIFICATE
REQUEST-----\nMIICZTCCACECAQAWQZMxGZAZBINVBAMMEIZpcmdpbmilIFNGeW LhbnNraTEYMBYG
\nA1UECgWPVEITIENFUIRIRKIDQVRTMQOWCwYDVQQHDARDQUVOMREWDWYDVQQIDARD
\NYWx2YWRvCZELMAKGAL UEBhMCRIIXGZAZBgNVBAKME]TyIH) 1258kZSBCCmVOYWdu
\NZTEOMAWGAIUEEQwFMTQwMDAWgEIMADIGCSQGSIb3DQEBAQUAA4IBDWAWIGEKACIE
\NAQCOXBOCCSyThYDoVuUz82IRAt7bxOAWIMRFH-+rkinRKIbz8NS1++2+tTDBG1jBIR
\n03YGQxIRbssPasHTdYWNCzwqrOIuQ3Mu/fC3aE8Irlu+p6FWba39Ke/ rmRHIxfS\nrSRF0SeABOSQU109s
S039-09-01 /1HETQaVF+zm7InrQ)/DwwSkfENE6ZIhMc3cNAMLazORt+1
part-commande  \n2wozbFyuC811377EIdSNCDWYSnIsZSfbveBWMbEMSC2X2pCWdnSD42ZXr1Q/gLNG\NbUWTFIVSERWN
/0dCpmakSEMkeDzb/2HPKZa3+nISWAP4a03xWXS3HzbGLBA4PhMA
\nXUxIStpdkISnhfnOMx933ctvAgMBAAGGADANBgKahKiGOWOBAQSFAAOCAQEAMNTa
\nmodsruBRVaoyWxChDt+rLE4tKSrPKLQCU +genFNINICt121YQCS +9rrs/upxAx Wp\nSbav3
/5d071eBu 16L DqSBXrriwlLzwIGFSPEItrpFD3Yd7WWAIAGOBicy W06 7nfES\nVe/ROLQKIk 3I0MWMDABIQ
/pF+pdLIUS+HOraYiEXpRhzHUUtihWwyRones42MFL9\nCTHIYXhs/NWPMLnret 1blxrQFLRIz3 +Ui
/KGrZk1SaRKD15L2YISE5tQ2GCxAgBL\NaK9QeFGe + Pk4nNObPSIR
/ySTEE0CADSELETILMSFVIB11g0RIVGIIPMBKH2BOVHE\NrRXRHIDZG 1 WArydF/w==\n-----END CERTIFICATE

] Certificat Sectige Développeur valide 1 an fin de commande Host : hh5 - Arguments : -D SSL -

15:46:00
REQUEST-----
2022-02-01 e [cde
15:50:21 B 0S5 : Linux - NAV : Firefox - LANG aff: fr_FR

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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8. PRICING SECTION

8.1.1. ALL OUR PRICES

Clicking on «All our prices» gives you access to an exhaustive list of our prices and the
discounts per kind of account (rebate, Bulk Purchase...), brand and the number of products
you would like to purchase.

TBS CERTIFICATS TARIFFS *

DOWNLOAD AREA

Choose your options

Purchase valume Back to the retail prices Back to my prices

Discount - Validity New order and I|cc:n5c Addltlonal SAN | additional SAN Domain
roduc
(%) INCEL! renewal Wildcard

Gmdance (turnkey certificate) 150.00

Assistance package for Certificate
Center

Assistance package for Certificate 3 297.00
Center

1 170.00

Assistance package for Certificate 3 425.00
Center

RGS face-to-face meeting at TBES 0.00
INTERNET in Caen .

“ Express option 50.00

Discount R Validity New ordcr and Additional SAN | additional SAN Domain
roduc
(%) (vear) renewal Wildcard

IEEE Code sioning 135.62
m Code signing 2 244.12
m Code signing 3 339.45
IFEET ~dobe Air Code Signing 1 135.62
BFEEE - dobe Air Code Signing 2 244.12
T A dobe Air Code Signing 3 339.45 -

8 SSLEV 1 276.00 = 230.00

8 SSLEV 2 405.72 - 323.84 -
IEEE ssL standard 1 106.95 - 68.20 300.23
BT ssi Standard 2 188.33 - 119.35 540.95
B =5 wildeard 1 309.23 = =
I ssL wildeard 2 540.95

You can choose among Rebate, Bulk Purchase, Deposit and Monthly Payment options.
Above: Bulk Purchase of 6 to 10 Thawte certificates.

Bulk Purchase option: Buying tokens in bulk opens the rights to certificates issuance.
Tokens cannot be refunded but are usable indefinitely.
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Deposit account option: Refill your account through advances or invoices. Your account is
then debited each time you order.

Rebate option: Invoice us your rebates every quarter and you will receive a transfer of re-
invoiced rebates (only available for the four past quarters).

NOTE: You can now make Bulk Purchases on your rebate account which benefit from all the
Bulk Purchase’s options. If you have a punctual need of several certificates and would like to
get a bulk discount, then credit your account.

Monthly Payment option: Order your certificates. At the end of the month you will receive a
summarized invoice.

After having selected a kind of account and the number of products you would like to
purchase, the chart is reloaded with the corresponding prices.

Public prices are displayed by default.

NOTE: From this page, you can download the prices in PDF of CSV format.
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9. ACCOUNT INFORMATION SECTION

This section has especially been designed for your company’s accounting department. There,
they will be able to:

m Refill the account: supply your account with euros or tokens;
m View account refill requests’ list;

s Consult your consumption’s statistics;

m Export the data to integrate it to your own system.

The kind of account you have chosen when creating it determines the access, or not, to some
of theses functions.

The principal trump of this section is the detailed analysis of your purchases to adjust your
budget according to your previous years expenditures.

9.1. ACCOUNT STATEMENT

9.1.1. BULK PURCHASE ACCOUNT

Your account statement is an instant picture of the financial situation of your account. It
provides:

m Your token balance per certificate;
m The products’ list of purchases and the corresponding token deductions;

m The Bulk Purchase Account top-ups for each type of product.
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> TOKENS STATEMENT ACCOUNT STATEMENT

You can export the list in CSW format. To do so, click the button below the table.

= nperatlnn

Thawte S5L Standard walid 1 year 2017-03-09
sanssll Thawte S5SL Standard additional SAN valid 1 year 2017-03-24 40
COMsZssll Comodo SSL valid 1 year 2018-01-26 41
COMsZev3fgdnl Comodo EV Multiple Sites (3+) valid 1 year 2017-09-07 42
sanCOMev3fadnlSHAZS6 Comodo EV Multiple Sites (3+) additional SAN, valid 1 year 2017-05-05 38
sanwildssll Thawte SSL Standard additional Wild SAN valid 1 year 2017-03-24 40

Comodo EV MultiSites SHAZ56 (3+) additional Domain SAN valid 1
year

COMsZev3sandomi 2017-09-07 42

Token credits and debits detail.

TBS
Date ¥ | Certificats LA Eed) ¥ |Prod. code ™ HESHEERNATE Balance
Ref -

Comodo SSL
2018-01-26 1513594412 -1 COMsZssl1 valid 1 vear

Comodo EV
MultiSites
COMsZev3sand SHAZ56 (3+)
oml additional
Domain SAN
walid 1 year
Comodo EV
COMsZevifgdn Multiple Sites 47
1 {3+ valid 1
year

2017-09-07 Alimentation de compte facture n®1504777559 & 42

2017-09-07 Alimentation de compte facture n®1504776882 3

9.1.2. DEPOSIT ACCOUNT
There is a lot of information on this page:
m The balance of your account (in euros or pounds);

m The list of all the products you have purchased, their reference, price, date of purchase
and the balance of your account after each purchase;

m The account refills.
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> DEPOSIT ACCOUNT STATEMENT ACCOUNT STATEMENT

ACCOUNT STATEMENT

You can export the list in CSV format, To do so, click the button below the table,

Balance : €1,941.70

TBS
[E1] ¥ | Certificats CAReferencve Prod. code ™ Productnamve Balance ™
Ref -

2018-04-18 £2,000.00 £1,941.70

2018-04-04 1522853216 131220387  easyx509.com -€117.30 CoOMszssl1 ~ Comodo SSL -€58.30
valid 1 year

2018-01-22 -€5,786.36 €59.00

9.1.3. REBATE ACCOUNT

The account statement offers different views:
= the “account statement” lists all your purchases since your account opening

= the “rebate statement” presents the purchases made during the four last semesters and
the rebates that can be billed for each semester

= the “tokens statement” lists the tokens purchases and the technical orders associated

> ACCOUNT STATEMENT REBATES STATEMENT TOKENS STATEMENT

Year 2018 - Trimester 1

2018-03-30 1522069025 1F7204 (payée) FactPerso Coupon d'acompte :CA1389 -€115.20 £115.20
2018-03-30 1522069270 1F7208 (payée) FactPerso Coupon d'acompte :CA1390 -£150.00 £150.00
2018-03-30 1522069528 1F7211 (payée] AlimCompteletons Coupon d'acompte :CA1391 -£3,510.00 £3,510.00
2018-03-30 1522069855 1F7215 (pavée)l AlimCompteletons Coupon d'acompte :CA1392 -£3,380.14 £€3,380.14
2018-03-26 1522069025 1F7204 (payée) FactPerso Coupon d'acompte :CAL360 £138.00 £115.20
2018-03-26 1522069025 1F7204 (pavée) FactPerso Coupon d'acompte :CA1382 -£22.80 £115.20
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ACCOUNT STATEMENT > REBATES STATEMENT TOKENS STATEMENT

Year 2018 - Trimester 1

2018-03-30 1522069025 1F7204 (Paid) FactPerso This deal has been refunded or is unpaid, It is not talen into account in the computation of rebates.
2018-03-30 1522069270 1F7208 (Paid) FactPerso This deal has been refunded or is unpaid, It is not taken into account in the computation of rebates.
2018-03-26 1522069073 1F7205 (Paid) FactPerso This product is not taken into account for the rebate calculus.
2018-03-26 15272069341 1F7209 (Paid) FactPerso This product is not taken into account for the rebate calculus.
2018-03-23 1521799114 1F7177 (Paid) FactPerso This deal has been refunded or is unpaid, It is not taken into account in the computation of rebates.
Z018-03-23 1521799504 1F7178 (Paid) FactPerso This product is not taken into account for the rebate calculus.
2018-03-23 1521820690 1F7195 (Paid) FactPerso This deal has been refunded or is unpaid, It is not taken into account in the computation of rebates.

ACCOUNT STATEMENT REBATES STATEMENT > TOKENS STATEMENT

You can export the listin CSV format. To do so, click the button below the table.

Thawte SSL Standard valid 1 year 2017-12-26
renssli Thawte SSL Standard renewal valid 1 year 2017-09-06 10
licssll Thawte S5L Standard license valid 1 year 2017-12-20 3
devl Thawte code signing valid 1 year 2017-12-08 [3
securel Symantec S5L Secure valid 1 year 2017-11-20 1
ace Guidance (turnkey certificate) Z2018-03-30 5
truebizl Geotrust True BusinessID valid 1 year 2017-12-26 18

WARNING: You can only bill rebates for the This chart can be exported in
last four expired semesters. The rebates of CSV and be imported into your
previous semesters are lost and do not accounting software.

appear in your account statement any

longer. Rebates retrieval: 2 options are

proposed:

m Via invoicing: bill the rebates amounts displayed in your account and send us the
invoice. It will be paid within 30 days from end-of-month on the 10™ of following month.

m Via discount code: from your rebates statement click on “Receive a promotional code”,
you’ll immediately get a promotional code for the amount of your rebates.

Note that a rebate promotional code can only be used once, cannot be split and is valid
for one year from its creation date.
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2018-01-11 1515678304 1F6811 (Paid) FactPerso This product is not taken into account for the rebate calculus.
2018-01-11 1515678585 1F6812 (Paid) FactPerso This product is not taken into account for the rebate calculus.

2018-01-09 1491919688 1F5869 (Paid) FactPerso This deal has been refunded or is unpaid, It is not taken into t in the itation of rebates.

. oezo113 e348140
_- Receive a promotional code -

A listing of your retrieved rebates can be seen at the end of the page:

Rebate of 13% chargeable for the 1t trimester 2018 for an amount of
377 15EUR.
Reimbursed by promotional code on the Z018-04-06: 'SZYM-R2Z0181' (valid 1
year).,

2018 =1 2018-04-06 SZYM-R20181 £377.15

9.1.4. MONTHLY PAYMENT ACCOUNT

The account statement displays your monthly invoices and the corresponding orders, as well
as the pending orders that will be invoiced at the end of the month:
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ACCOUNT STATEMENT
You can export the list in C3V format, To do so, click the button below the table.
Those prices are AT-exclusive,
Balance: €17,017.68 ex VAT
TBS Certlflcats
Date CA Reference Prod. code Balance
Z018-03-19 1521475711 REFUNDED -296,10 sslevl £17,017 .68
TBS Certificats
Date CA Reference Price Prod. code Balance
Z2016-04-07 1460062770 . 222.00 ssl2 -£17,787.55
Z016-04-07 1460062892 222.00 ssl2 -£18,109.55
2016-04-11 1460401970 - | 222.00 sslz -£18,431,55
2016-04-11 1460401970 140.00 sanssl2 -£18,571.55
2016-04-11 1460401970 100.00 sanwildss|Z -£18,671.55
2016-04-11 1460402226 2169064 222.00 ssl2 -£18,893.55
2016-04-11 1460402226 2169064 140.00 sanssl2 -819,033.55
9.2.1. BULK PURCAHSE ACCOUNT
Here, access your consumption statistics as a graph for the selected period. Enter the start
and the end dates and click on “Compute”:
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Statistics

Select the period for the calculus of your statistics.,
If you don't indicate a starting date, the epening date of your account will be used as such.
If you den'tindicate any ending date, the date of the day will be used as such

From | atl (format: yyyy-mm-dd)

If you want a month per month detail, please tick that box O

You are redirected to a page presenting a graph of the different products' consumption for

the period:

Statistics

Select the period for the calculus of your statistics.
If you den'tindicate a starting date, the opening date of vour account will be used as such,
If you den'tindicate any ending date, the date of the day will be used as such

From !2010—61—01 ati‘QEHU—DE—[H (format: yyyy-mm-dd)
If you want a month per month detail, please tick that box O

Every values are given in tokens.

B rensslZ2 (12.5%)
=513 (12.5%)
B ssl5 (s0%)

M renssls  (25%)

Thawte SSL Standard Thawte SSL Standard
valide 3 ans valide 5 ans
1 1 4 2

You can access more detailed statistics by clicking on “month per month detail”.
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Statistics

Select the period for the calculus of your statistics.
If you don'tindicate a starting date, the opening date of vour account will be used as such.
If you den'tindicate any ending date, the date of the day will be used as such

From |ED1D—D1—D1 at =.2E|1D—C|5—D'1 (format: yyyy-mm-dd)
If you want a month per month detail, please tick that box i

Every values are given in tokens.

Thawte S5L Thawte S5L
Month Standard valide 3 | Standard valide 5
ans ans
january 1
february 4 2
march ik

.7 ST TS TR T .,

B rensslZ2 (12.5%)
B ssi3 (12.5%)
W ssis (50%)

B renssl5  (25%)

9.2.2. DEPOSIT, REBATE AND MONTHLY PAYMENT ACCOUNTS

Same mechanism as for Bulk Purchase accounts (see page 110) except that tokens are
replaced by products prices.

Selection of the reference period:

Statistics

Select the period for the calculus of your statistics.
If you den'tindicate a starting date, the opening date of your account will be used as such.
Ifyou don'tindicate any ending date, the date of the day will be used as such

From !2010—01—01 atlQD1D—DB—D1 (format: yyyy-mm-dd)

If you want a month per month detail, please tick that box O

| Compute |
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Display of the overall statistics:

www.tbs-certificates.co.uk

Statistics
Select the period for the calculus of your statistics.

From |2010-01-01 at | 2010-06-01

If you want a month per month detail, please tick that box

. Compute |

Every values are given in euras, (TTC)

Thawte SSL

VeriSign Supercert Thawte SSL Thawte SSL
SSL secure P : Standard Wildcard
5 128-bit i 3
wvalide 1 an z valide 1 an valide 1 an
valide 2 ans
1346 .4 27717 573.1B 133,65 430,56 438,63
Bsecurel (22.8%)
B rensgel  (5.79%)
Wsgc? (149%)
W ssl1 (3.39%)
D renssll  (10.5%)

Dwssll (10.7%)
X509 coml (1.9%)
B x509wildl  (20.29%)

Ifvou den'tindicate a starting date, the opening date of your account will be used as such.
If you don'tindicate any ending date, the date of the day will be used as such

(format: yyyy-mm-dd)

Ecommerce |Omnidomaing
TBS valide | TES valide 1

76.25 831.58

Display of the detailed statistics:

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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Statistics

Select the period for the calculus of your statistics.,
If you don'tindicate a starting date, the epening date of your account will be used as such.
ch

If you don't indicate any ending date, the date of the day will be used a

From |2010-01-01 at|2010-06-01

If you want a month per month detail, please tick that box |

(farma

 Compute

Every values are given in euros, (TTC)

Wsgc? (14%)
Wssll (3.3%)

D renssll (10.5%)
D wssll (10.7%)

A #®50%coml (1.9%)
B x509wildl  (20.2%)

Ecommerce|Omnidomaine

TBS valide | TBS valide 1

VeriSign T'E;T_te Thawte Thawte
S5L Cunercart S5L S5L
secure BE Standard Wildcard
: 128-bit g B
valide 1 z valide 1 valide 1
valide 2
an an an
ans
january 897.6 573.18
february 448.8 133.65 322.92
march 107.64 438.63
april
may ZRTLT:
[Total | 13464 | 277.17 | s73.8 | iass | 43056 | 43wss | 7625 | ssiss |
B securel (32.8%)
@ rensgcl  (6.7%)

415.79

76.25 415,79

9.3. CREDIT THE ACCOUNT

9.3.1. BULK PURCHASE & REBATE ACCOUNTS
Before you begin, list your need in products precisely.

Select your products from the drop down
menu and indicate the number you
would like to purchase. Then click on
“Add”. Do the same operation for each
kind of product.

THE PLUS: Tokens

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.

are usable indefinitely

and are therefore never lost.
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SR Step2 Step 3 Step 4

Your balance
Last
operation

Credit the account

Product Balance

Select a product in the dropdown menu, enter the quantity and click "Add".
Process the same way for sach type of certificate or license you want to arder.
Finish by clicking "Process this request".

Department
Products TBS INTERNET | B | | Agd |
Certificate serveur
Products Thawte | Thawte SSLEV valid 2 years | = | |3 [
Products TBS X509 | - |
Products VeriSign | Ea |
Products Geotrust | >3] |
Products Comodo | Comodo AAA S5L for 3 years - |']
Products GlobalSign | [ ] |
Certificate developer
Products Thawte | ] | [ Add |
Products YeriSign | = | [ Add |
Certificate client
Products TBS X509 | B | | Add |
Certificate pki
Products TBS X509 | B2 | | Add |

Certificate audit

Products VeriSign | L= |

On the bottom of the page, check the list of products you have purchased. You can delete
goods if you have made a mistake by clicking on the red cross.
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Then, click on “continue”.
Your order
Comodo AAA SSL for 3 years 208,00 € 208,00 €
3( Thawte SSL EV valid 2 years 3 519,20 € 1 557,60 €
| Continue |
Choose your payment method and billing contact from the drop down menu. Then validate. If
you work with purchase orders, tick the “quote” box. A quote will be generated instead of an
invoice.
Check and continue.
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m Step 2 Step 3 Step 4
Your order
1 0,00€ 0,00 €
3 0,00€ 0,00 €
Total 0,00 €
Payment method
We offer the following payment methods:
If you would like a QUOTE, check here. O
Your quote will appear on the following page (deferred payvment fees included). Please return us the quotation
with your "approval” + stamp + signature or your official order form.
Payment method and conditions.
| Credit card (Visa, Mastercard or American Express) L
Invoicing contact
The invoicing contact will receive the email confirming your request, It contains your invoice attached.
First name |
: Last name |
Choose from the list
or define a new contact. Function |
| orcreate a new contact  *  Phone (direct) |
Email {direct)
| Ipon't send commercial information (newsletter, discount, etc.)
Validate
[ ves, I agree the general sales conditions.
| Cantinue
Order summary. Check your order one last time and click on «Finalize the request».
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Summary of your gquotation

Etape 1 Etape 2 m Etape 4

Your order
Thawte SSL EV valide 2 ans 649,00 € 1 298,00 €
X509 Email Professionnel TES valide 1 an 1 49,00 £ 49,00 £
Delayed payment 1 s (:I‘Zn‘:.oﬂﬂj 94,29 €
Total YAT-less 1441,29 €
VAT (19.6%) 2B249 €
Total with VAT 1723,78 €

Payment method

You have chosen the following payment method:
30 days net after invoice delivery by bank transfer

Invoicing contact
Wirginie

| Finalize the request

Confirmation page. An invoice or a quote is sent to you by e-mail.

Etape 1 Etape 2 Etape 3 |50

User account refill
Your request has been taken into account, thanks.
& confirmation e-mail has been sent to: vszymanski@tbs-internet.com

The team server-certs@tbs-internet.com

Credit the account to settle a pending order

The system detect the pending orders for which there is no available tokens. The information
is displayed on several locations.
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The account home page indicates the number of pending orders requiring tokens:

M TOKENS TO ACQUIRE
You have 137 orders in progress and your current token balanceis
not sufficient.

Make a global top-up

Click on “Make a global top up”. You are redirected to the “Credit the account” page. The
form is pre-filled with the required tokens.

The same information is also displayed on the “Credit the account” page.

A similar button appears on your the status page of orders requiring tokens. This one only
propose a top up for the current order:

ORDER 1553595269

(Open on 2019-03-26)

PLEASE TOP UP YOUR ACCOUNT TO PAY THIS ORDER

BO AR AT INEADRMATIAR

9.3.2. DEPOSIT ACCOUNT

On this page, you can see your current balance and the date of the last financial operations
realized on your account.

Indicate the VAT-less amount that you want to allocate to your certificate purchases, then click
on “continue”.

The remaining part of the order process is the same as for a Bulk Purchase account refill (see

page 116).
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Credit your current account

mstepz Step 3 Step 4
Active offer : Standard
Last operations : 2010-07-23

Current balance : 800 €
Credit the account

YAT-less amount : |

. Continue |

9.4. ACCOUNT CREDIT HISTORY

9.4.1. BULK PURCHASE, REBATE & DEPOSIT ACCOUNTS

Here, you can list all your account’s refill requests. You can list them all or just the ones that

are being processed.

List of pending account credit requests
To see the details of the request, click on a list item,

Choose the page content:
| all requests || Requests in process |

This list only shows account refills made via the intarface.

1519309094 2018-02-22 0.00
1519313975 2018-02-22 10,000.00
1517218413 Z018-01-29 20,000.00
1516111975 2018-01-16 42.00
1496319555 2017-06-01 2,000.00
1495807329 2017-05-26 2,000.00

o Amount (in EUR ex
Your ref TBS Certificats Ref VAT) State

Quote
Pending payment
Quote
Pending payment
Pending payment
Pending payment

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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10. ACCOUNTING DEPARTMENT SECTION

10.1. INVOICES AND CREDIT NOTES

In this section are gathered all invoices and credit notes issued within you Certificate Center.
You can narrow the results by selecting a period of time.

To download a document in PDF format, click on its number.

You can also select all of part of them and export them in a ZIP archive.

[csv Export | Export selected documents to a ZIP file

INVOICE AND CREDIT NOTE LIST
Show entries

[ ] Your ref 4 TBS Certificats Ref§

O o00Ooo

Number %

-

rom[ Je[ ey

Invoice

Date of the
document type %

document

2015-11-03

2016-03-09

2016-03-16

2016-03-16

2016-03-21

Due date

2015-11-03

2016-03-09

2016-04-18

2016-04-18

2016-03-21

Search:

4 Amount (ex VAT) & Payment date 4 Billing entity 4 State 4
350.00 2016-06-15 TBS CERTIFICATS I}aid
105.00 2016-03-09 TBS CERTIFICATS paid
139.00 TBS CERTIFICATS paid
156.00 2020-08-18 TBS CERTIFICATS paid
127.00 TBS CERTIFICATS sent

10.2. YOUR QUOTES

This page lists all the pending quotes. You'll find here the quote number, its date, its amount

and expiration date:

LIST OF QUOTES

Show | 25 ¥ | entries

Your ref TBS Certificats Refy

1579254227

1579254227

Date of the
document

2020-01-17

Due date

2020-02-16

Search:

a

% Amount (ex VAT) 5 Billing entity % Progress =

298.01 TBS INTERMET Quote

Showing 1 to 1 of 1 entries

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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10.3. YOUR OUTSTANDING INVOICES

This page lists all pending payment invoices. You'll find here the invoice number, its issuance
date, its amount and due date. If the due date is passed, the invoice is displayed in red:

LIST OF INVOICES AWAITING PAYMENT

Show | 25 W  entries Search:
Date of the
Your ref TBS Certificats Refy Number = = 4 Amount (ex VAT) % Billing entity %
document
1548147784 1F8359 2019-01-22 2019-01-22 115.00 TBS CERTIFICATS Pending pavment
1555668646 1F8730 2019-04-19 2019-04-19 139.00 TBS CERTIFICATS Pendina pavment

Showing 1 to 2 of 2 entries Previous Next

Invoices overdue

10.4. CREDIT NOTE COUPONS & PROMOTIONAL CODES

10.4.1. CREDIT NOTE COUPONS

Credit note coupons are created after an order cancellation or an overpayment.

ernant l'or fi

ou| ern

CAl643 1578994764 2020-01-14 TBS CERTIFICATS 364,80 EUR Valable
CAledl 1578909001 2020-01-13 = TBS CERTIFICATS 1 652,00 EUR Valable
CA1628 1504711759 2019-10-07 = TBS CERTIFICATS 1 368,00 EUR Valable
CAl624 1565011315 2019-08-05 = TES CERTIFICATS 113,40 EUR Valable
CA1623 1565011315 2019-08-05 = TBS CERTIFICATS 328,13 EUR Valable
CA1622 1564568273 2019-07-31 1565011315 2019-08-05 TBS CERTIFICATS 140,40 EUR Utilisé
CA1620 1563884916 2019-07-23 1564568273 2019-07-31 TBS CERTIFICATS 278,40 EUR Utilisé

Here, you will find:
m the number of the credit note coupon;
m the order’s reference (clickable) from which the coupon has been created;
= the order’s reference on which the coupon has been used;
= the coupon’s amount;

m its state: valid, used or refunded.
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Use a credit note coupon

If coupons are available in your account, you can use them to settle, totally or partially, an
order.

On the 'recap' page of your order, will appear additional information:

Credit note coupons
ou have credit note coupons that can be used to settle your order.  Should the amount of your credit
note coupon be greater than the amount of the arder, you would be refunded the difference.

[:]CA1364 - 1126.66 EUR
[:]CP.ISEE - 675.07 ELUR

[:]CAIS?l - 1126.66 EUR
[:]CAIS?S - 9B03.12 EUR

NOTE: if your coupon’s amount is higher than the amount of your invoice, a new coupon will
be generated.
Refund of a credit note coupon

You can ask for the refund of all or some of your credit note coupons. To do so, send us an e-
mail at accounts-receivable@tbs-certificates.co.uk with your bank account information.

10.4.2. PROMOTIONAL CODES
Promotional codes, for Rebate account, are generated from the “Account statement” page
(see “Rebate account”). Here is displayed a list of your promotional codes sorted by their
status (valid, used, expired, canceled), amount and expiration dates.

For used codes are displayed the date of use and the reference of the order on which it has

been applied:
122/132
® TBS INTERNET LTD
B Private company limited by shares. Registered in Isle of Man, company number 7128V Britannia House - Athol Street - Douglas
VAT registration number GB 003 3754 13. IM1 1JD - Isle of Man

Phone Number: +44-330-684-0000 - Fax: +44-330-684-0048


mailto:accounts-receivable@tbs-certificates.co.uk

(
)

tbs intern

trust booster

www.tbs-certificates.co.uk

RMUSSARD-R20173
RMUSSARD-R20191

RMUSSARD-R20182

RMUSSARD-R20174
RMUSSARD-R20172

testRMU

RMUSSARD-R20154

RMUSSARD-R20171
RMUSSARD-R20164

1445862¢€ 2018-01-25 2019-01-25 1516877751 2018-01-25
68,18 € 2019-04-10 2020-04-10 1554891711 2019-04-10
426,25 € 2019-04-10 2020-04-10 1555339549 2019-04-15

6917,24 €
391,71 €

10,00 %

675,84 €

1493,22€
623,59 €

List:

Date de création Date d'expiration Ref d'utilisation Date d'utilisation

2018-02-01 2018-02-15
2018-01-01 2018-01-31
2017-11-01 2019-09-30
2018-01-15 2018-03-15

Liste annulés

Date de eréation — Ret dutlsation Date drailizaton

2019-01-25
2019-02-19

2018-01-25
2018-02-19

tilisés
Date d'expiration Ref d'utilisation Date d'utilisation

1518701114 2018-02-15
1518701199 2018-02-15
1518701267 2018-02-15

The valid codes are displayed on the account home page:

20193
e worth €29 68 to use
01-31

prior to

Display all

An additional message appears when the code expiration date is near:

RMUSSARD-R20193
Promaotional c
prior to 2020-02-29

Display all

e worth €29 68 to use

B Private company limited by shares. Registered in Isle of Man, company number 7128V

VAT registration number GB 003 3754 13.
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10.5. LATE PAYMENT CHARGES STATEMENTS

A late payment charges statement is generated when a late payment has been observed on a
deferred payment invoice. A late payment charges statement creation automatically suspend
the authorization to use deferred payments. The authorization is given back when the late

payment charges are settled.

The statements can be sorted by status (paid, pending payment, dropped):

List of Late Pay Charges

® .11 O pending payment O dropped O paid

1542731118 [RIR 1542731118] TBS CERTIFICATS sent 2019-07-30 paid

TBS CERTIFICATS sent 2019-07-30 paid

1542730642 RIR 1542730642

TBS Certificats
LPP number Organisation Invoice state = || BT dH R e EEE R LPP state
reference number ¥

LPP paid by Bank transfer
on 2019-07-30

LPP paid by Chegque on
2019-07-30

Payment methods proposed when an interdiction is defined:

Method and terms of payment.

| Credit card (Visa, Mastercard or American Express) v

We cannot allow you a deferred payment.

B Private company limited by shares. Registered in Isle of Man, company number 7128V
VAT registration number GB 003 3754 13.
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11. CONTRACT SECTION

11.1. MY CONTRACTS

A contract may have to be established between TBS INTERNET and its customer at the
opening of an account (for Deposit Accounts in particular). In that case, the user will not be
able to place an order outside the validity dates specified in the contract nor order a product
other than the ones listed in the contract.

You can consult the information related to your contract in the “Contract” section of the
website.

YOUR CONTRACT IS LINKED TO AN OPTION: MONTHLY PAYMENT

Your contract began on 2018-09-01 and ends on 2020-12-31.

Contract renewal

‘You can, with TBS Certificats approval, renew your contract after its expiration date for a new period by writing to us: ventes@tbs-internet.com.

You will receive an e-mail before the expiry of your contract inviting you to renew it.

May your contract not be renewed, you will only be able to order free products (test
certificates, reissuances...).

11.1.1. THE OBJECTIVE

Some contracts include an objective regarding the purchase volume. On your “My contracts”
page, you’ll see the objective to reach and your current situation regarding this objective:
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Volumes status

Your volume to reach is: €2,000.00 ex VAT.

@ difference between this geal and what you really spent will be charged.

You have reach a total of €13,211.00 of account credit.
You used up €1,374.02 ex VAT of product. Refund of a total of €6,303.96 ex VAT have been taken into account.
You need to spend €625.98 ex VAT of products in order to reach your goal before the expiration of your contract.

B Spending balance (s8.7%)
B Missing balance (31.3%)

realized volume

Computations are based on the operations within the contract validity only.

Warning: If you do not reach your goal before your contract end date, the

@ Warning: Purchases made out-of-option are not taken into account in the

11.2. DATA PROCESSING AGREEMENT

The “Data processing agreement” page arrived along with the General Data Protection
Regulation (GDPR).

We now have the obligation to obtain your consent before your orders processing (or deposit).

This page explains how your data is used and to whom they could be communicated. Each
one of our certificate authority or supplier has edited their own data processing agreement
(DPA). You must then give your approval to those DPA for any supplier you want to obtain a
product from.

The acceptance of the DPA is not mandatory but you won’t be able to order a product if you
did not accept the DPA of its supplier.
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Geotrust products: export to the Digicert Certification Authoritylreland Ltd personal details

Exporting to 3 Data Controller, recipient of the datatreated, to the European Union or to another country
where the Data Controller has a presence and considers that it provides a proper level of protection.To
learn more about how the authority protects,processes and manages personal data See Policy Privacy.

|!| 1 authorize the export of personal data to the provider DigiCert Ireland Ltd (Geotrust)

Globalsign products: export of personal details to GMO GlobalSign Ltd, a Certification Authority

Export to a Data Controller, recipient of the data processed, to the European Union or to another country
where the Data Controller has a presence and considers that it provides an adequate level of protection.
To find out more about how the authority protects, treats and manages personal data see the privacy
policy.

D 1 authorize the export of personal data to the provider GMO GlobalSign Ltd

In the example above, we accepted the DPA from Geotrust but not the one from GlobalSign.
In this case you won’t be able to access the order form of a product issued by this authority:

@ You have not authorized the export of personal data to this provider.

Access your data processing agreement to authorize this provider
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12. CERTIFICATES MONITORING SECTION

The certificate monitoring is one of our newest functionalities. It allows you to automate the
installation and validation of your certificates regularly. In other words, it is now possible to
configure this tool to verify all of your certificates every 3 months for example.

You will be informed of the evolution of our protocols, encryption mechanisms and security
flaws concerning your server’s SSL/TLS certificates. This will ensure that your server continues
to meet the encryption standards and benefits from the best security possible, not only at the
time of their installation, but throughout their entire life cycle.

Our monitoring is optional and replaces the standard certificate installation tests carried out by
CoPiBot.

12.1. PARAMETERS

To configure the monitoring, go to «Certificates monitoring» > «Parameters» (in the left-hand
menu).

Once you have reached this page, configure the monitoring default parameters. You can, for
example, activate this functionality for all the certificates in your account, elect a sub-manager
or define the frequency of these checks.

MONITORING PARAMETERS

Those parameters are required for the monitoring of this certificate, Certificates monitoring replace CoPiBot installation tests run after each delivery. You will then be able to
modify this comportment individually for each certificate.

“fou can find our documentation regarding the certificates monitoring on our FAQ.

Apply to every certificates of your o .
Parameters @ Import your external certificates ?

Maonitoring activated by ©
default@ Yes No
Frequency by default@ li‘
Monitaring managere |V_irglnia SEYMANSKI - vszymanski@tbs-internet.com 1|
| Save |
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12.2. MONITORING
Once the monitoring is activated, you will be able to follow the tool’s activity from the
«Monitoring parameters» page > «Monitoring» (in the left-hand menu).
From this page, you will be able to view the last test results or to define the key parameters
proper to each of your certificates. You will also be able to choose the CN you wish to test out
in the case of wildcard certificates for example.
CERTIFICATES MONITORING MANAGEMENT
You can find our documentation regarding the certificates monitoring on our FAQ.
Only monitered certificates are listed: to list all certificates certificates, click here (]
Show entries .
r;z:j:;t::cr::er CN tested = Tested Port StartTLS Monitoring actived 7 % Frequency ’ Last test results 4 Details
443 none Yes 30 days Error(s): DNSError [+10-1
CA Reference:
Serlal number Port to be Tested : Type StartTLS: - S Selection of frequency:
- — 443 none Yes 30 days Error(s): DNSError 10
443 none Yes 30 days Error(s): DNSError [+10-1
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13. DOCUMENTATION SECTION

13.1. MARKETING & COMMUNICATION SPACE

On this page you’ll retrieve all the products data sheets sorted by supplier. You can also
download our white-labelled newsletter and miscellaneous documentation:

MARKETING SPACE
PRODUCT SHEETS

Find here all our product sheets and learn more about all our certificates and authentication offers.

CERTIGNA... COMODO... GEOTRUST... GLOBALSIGN...

E

13.2. CUSTOMER AREA USER GUIDE

This link is a direct download of the present guide.
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14. MANAGING YOUR ORDERS THROUGH OUR API

Companies with big needs in terms of certificates can use TBS Internet’s API and automate
their buying, renewal and reissuance process.

A technical guide is available on the home page of your certificate center to help you set up
this tool.

| ACCOUNT TESFORMATION | USER:

HELLO AND WELCOME TO TBS INTERNET CERTIFICATE CENTER

Your account manager is Jean-Philippel

7-02-10 - DCV HTTPHTTPS: METHOD EVOLUTION USEFUL DOCUMENTATION

f March, 1st the DCW validation mechanism using a file deposit
avolve. The file format will change as well as its location on the
site. During the transition period, we advise to use the other DCY
ation methods. Further information will be delivered as soon as

5] CertMycate Center User Guide
API WL RPC Guide
Geneghl Terms of Use
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15. FAQ

Where to find TBS Internet prices and discounts?

https://www.tbs-certificates.co.uk/partenaires.html.en

Where to find administrative and legal information about TBS Internet?

https://www.tbs-certificates.co.uk/tbs.html.en

Where to find TBS Internet’s banking account information?

https://www.tbs-internet.com/secure/rib.html

| cannot pay with credit card, | have to issue a purchase order. What am | suppose to do ?
See the process on page 28.

I changed my mind, | want to place a credit card payment to be immediately delivered. How

do | go about it?
Go on your certificate’s status page and click on the button “place a credit card
payment”.

Where to find the online FAQ with a technical documentation?

https://www.tbs-certificates.co.uk/FAQ/fr/home.html

| lost my password, what can | do?

On this page you can ask for a new password:
https://www.tbs-certificates.co.uk/php/espaceClients/pages/compteClient.php?p=m
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